
A V G 9.0  Email Server Edition © 2010      A V G Technologies  C Z, s .r.o.        1

     90.4 (31. 3. 2010)

     AVG Technologies CZ, s.r.o.        
                  

      RSA Data Security, Inc.   1991      MD5             (C) 1991-1992 RSA Data
Security, Inc.  
      C-SaCzech            (c) 1996-2001 Jaromir Dolecek (dolecek@ics.muni.cz)  
         Zlib      (c) 1995-2002 Jean-loup Gailly and Mark Adler  
 
 
 
 
 

AVG 9.0 Email Server Edition

    



A V G 9.0  Email Server Edition © 2010      A V G Technologies  C Z, s .r.o.        2

  

........................................................................................................................ 41.    

........................................................................................................................ 52. AVG      

.......................................................................................................... 52.1         

.......................................................................................................... 52.2             

.......................................................................................................... 52.3      

.......................................................................................................... 62.4        

.......................................................................................................... 62.5 MS Exchange Service Pack 

........................................................................................................................ 83. AVG      

.......................................................................................................... 83.1      

.......................................................................................................... 93.2      

.......................................................................................................... 93.3          

.......................................................................................................... 103.4        

.......................................................................................................... 103.5    AVG 

.......................................................................................................... 113.6       -       

.......................................................................................................... 123.7       -      

.......................................................................................................... 143.8       - DataCenter 

.......................................................................................................... 143.9    

.......................................................................................................... 153.10      

........................................................................................................................ 184. E-mail Scanner for MS Exchange Server 2007/2010 

.......................................................................................................... 184.1    

.......................................................................................................... 224.2 E-mail Scanner for MS Exchange           

.......................................................................................................... 244.3 E-mail Scanner for MS Exchange SMTP       

.......................................................................................................... 244.4 E-mail Scanner for MS Exchange (VSAPI) 

.......................................................................................................... 274.5      

.......................................................................................................... 284.6      

........................................................................................................................ 305. E-mail Scanner for MS Exchange Server 2000/2003 

.......................................................................................................... 305.1    

.......................................................................................................... 335.2 VSAPI 2.0 

.......................................................................................................... 345.3 E-mail Scanner for MS Exchange (VSAPI) 

.......................................................................................................... 375.4      

.......................................................................................................... 385.5      



A V G 9.0  Email Server Edition © 2010      A V G Technologies  C Z, s .r.o.        3

........................................................................................................................ 396. AVG for Kerio MailServer 

.......................................................................................................... 396.1    

.......................................................................................................... 396.1.1     

.......................................................................................................... 396.1.2       

........................................................................................................................ 447. Anti-Spam    

.......................................................................................................... 447.1 Anti-Spam    

.......................................................................................................... 467.2 Anti-Spam    

.......................................................................................................... 467.3         

.......................................................................................................... 467.3.1 Anti-Spam      

.......................................................................................................... 467.3.2            

.......................................................................................................... 467.3.3        

.......................................................................................................... 527.4    

.......................................................................................................... 537.5 RBL 

.......................................................................................................... 547.6     

.......................................................................................................... 567.7     

.......................................................................................................... 577.8      

........................................................................................................................ 588. AVG Settings Manager 

........................................................................................................................ 619.             



A V G 9.0  Email Server Edition © 2010      A V G Technologies  C Z, s .r.o.        4

1.   
           AVG 9.0 Email Server Edition    

      AVG 9.0 Email Server Edition 

AVG 9.0 Email Server Edition           AVG            
PC               AVG      AVG 9.0 Email Server Edition
                                  AVG
               

AVG                   AVG       

           E-mail Server Edition                 
AVG           Internet Security                 
     http://www.avg.com       

http://www.avg.com
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2. AVG     

2.1.        

AVG 9.0 Email Server Edition                       
  

Windows 2008 Server Edition x86   x64 

Windows 2003 Server x86   x64 SP1

Windows 2000 Server SP4 +      1

2.2.            

            

MS Exchange 2000 Server Service Pack 1      

      Exchange 2000 Server       Service Pack 1       
       AVG engine AVG for MS Exchange 2000/2003 Server   
VSAPI 2.0    2.5   Exchange 2003 Server        Service Pack 1
       

MS Exchange 2003 Server

MS Exchange 2007 Server

MS Exchange 2010 Server

AVG for Kerio MailServer – 6.7.2      

2.3.     

   AVG 9.0 Email Server Edition          

Intel Pentium CPU 1.5 GHz

500 MB             

512 MB RAM   
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   AVG 9.0 Email Server Edition          

Intel Pentium CPU 1.8 GHz

600 MB             

512 MB RAM   

2.4.       

          AVG Email Server                 AVG 9.0
Email Server Edition         Windows              

 “  ”/“  ”/“    ”/“       ”           
                   AVG            AVG
File Server Edition          Email Server Edition 

    Email Server Edition            AVG File Server Edition   
         “  ”/“    ”/“AVG”/“   AVG”

          AVG 8.x                      
   

                     

“Exchange   ”-                 /uninstall    
setupes.exe 

  C:\AVG4ES2K\setupes.exe /uninstall

“Lotus Domino/Notes   ”-                 /uninstall
    setupln.exe 

  C:\AVG4LN\setupln.exe /uninstall

2.5. MS Exchange Service Pack

   AVG for MS Exchange 2000/2003 Server      VSAPI 2.0/2.5      
               MS Exchange 2000 Server Service Pack 1     
            MS Exchange 2000 Server Service Pack      

MS Exchange 2000 Server Service Pack 
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http://www.microsoft.com/technet/prodtechnol/exchange/downloads/2000/sp3/
default.mspx

MS Exchange 2003 Server            Service Pack         
       Service Pack                         
   

MS Exchange 2003 Server Service Pack     

http://www.microsoft.com/exchange/evaluation/sp2/overview.mspx

                                    
.delete                            

MS Exchange 2007 Server Service Pack     

http://www.microsoft.com/downloads/details.aspx?FamilyID=44c66ad6-f185-4a1d-
a9ab-473c1188954c&displaylang=en

http://www.microsoft.com/technet/prodtechnol/exchange/downloads/2000/sp3/default.mspx
http://www.microsoft.com/technet/prodtechnol/exchange/downloads/2000/sp3/default.mspx
http://www.microsoft.com/downloads/details.aspx?FamilyID=44c66ad6-f185-4a1d-a9ab-473c1188954c&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=44c66ad6-f185-4a1d-a9ab-473c1188954c&displaylang=en
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3. AVG     
    AVG                               
                                    
         AVG    (http://www.avg.com/download?prd=msw)      
  

                                    
                            AVG       
                  

                                    
                                    
                    

3.1.     

        “  ”                         
                 “        ”         
                “   ”                
       

                            

http://www.avg.com/download?prd=msw
http://www.avg.com/download?prd=msw
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3.2.     

“    ”       AVG                     “  
      ”     “  ”                     
           “   ”             

  “     ”                    

3.3.         

                 “        ”         
                            AVG       
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3.4.       

“      ”                            
  

                                    
               AVG                    
                              AVG     
    

                             AVG      
                    

3.5.    AVG

 “     AVG    ”                        
“   ”              “   ”    

    “     ”                         
   AVG                                
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 “   ”           

                           “    ”   
                        “     ”    

3.6.       -      
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 “     ”             AVG              
AVG       C:      “Program Files”                
  “  ”                       “   ”   
   

3.7.       -     

“    ”              AVG                
       /        

            AVG               “    ”  
                

Remote Administration    -       AVG       AVG DataCenter
(AVG Network Edition)          

                     

AVG Settings Manager -                       
     AVG                USB           
                     

       -            AVG        “     
 ”                   

             



A V G 9.0  Email Server Edition © 2010      A V G Technologies  C Z, s .r.o.        13

Anti-Spam Server for MS Exchange

                         “    ”    
                                 
  

E-mail Scanner for MS Exchange          

      MS Exchange HUB                     

    MS Exchange 2007        HUB        

E-mail Scanner for MS Exchange SMTP      

        MS Exchange SMTP           

     MS Exchange 2007       EDGE   HUB         

E-mail Scanner for MS Exchange (VSAPI)

                                 
          

          MS Exchange 2007   MS Exchange 2003       

 “   ”      
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3.8.       - DataCenter

                                   
    AVG DataCenter        

3.9.   

“     ”                              
                “    ”    
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3.10.     

“      ”                             
         

 “         ”                        
                           “   ”    
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                 AVG                  
              “                    
   ”    “  ”       

      “AVG     ”                      
        *.exe *.dll   *.sys     “Windows” “Program Files”    
                                    
        

            “      ”            

AVG                                   
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E-mail Scanner for MS Exchange Server 2007/2010

E-mail Scanner for MS Exchange Server 2000/2003

AVG for Kerio MailServer
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4. E-mail Scanner for MS Exchange Server 2007/2010

4.1.   

AVG for MS Exchange Server 2007                  AVG 9.0
Email Server Edition   

             

Anti-Spam - Anti-Spam Server for MS Exchange

                         “    ”    
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EMS      - E-mail Scanner for MS Exchange          

      MS Exchange HUB                     

    MS Exchange 2007        HUB        

EMS (SMTP) - E-mail Scanner for MS Exchange SMTP      

        MS Exchange SMTP           

     MS Exchange 2007       EDGE   HUB         

EMS (VSAPI) - E-mail Scanner for MS Exchange (VSAPI)

                                 
          

                                   
Anti-Spam      
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o     -            

o        -               

o      -              

  “  ”           

      -              

      -              
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   -             

   -         “       ” 

                          

4.2. E-mail Scanner for MS Exchange          

    E-mail Scanner for MS Exchange                  
       “  ”   

 “     ”      “E-mail Scanner for MS Exchange       
   ”    

“    ”         
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     -               

   -              

     -                             
               

“      ”   

       -                    100 MB 

“    ”   

        -                     

                  -               
           

       -                       zip rar
         

  “        ”                       
                        [INFORMATION]       
          “    ” “  ”            
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4.3. E-mail Scanner for MS Exchange SMTP      

“E-mail Scanner for MS Exchange SMTP      ”            
                      E-mail Scanner for MS Exchange
             

              

    

    

4.4. E-mail Scanner for MS Exchange (VSAPI)

     E-mail Scanner for MS Exchange (VSAPI)    

“    ”         
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     -               

   -              

“      ”   

       -                    100 MB 

“    ”   

     –                       VSAPI 2.0/2.5  
               Exchange                
              AVG                   
AVG for Exchange 2007 Server                     
   

                                 
      Microsoft Exchange              

    (    )

         VSAPI 2.0/2.5                    
                            

         Exchange                      
     30             (FIFO)              
                       

                  Exchange        

      “    ” “    ”                  
          MS Outlook                

   RTF -              RTF     

      -                            
                    

          “number_of_processors”   2 + 1 

           “number of processors”+ 1    2 

          “number of processors”   5 + 1 

                           

     -                             
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       180    

“    ”   

        -                     

                  -               
           

       -                       zip rar
        

  “        ”                        
      “    ” “  ”            

       

          

          

        

        

                 Microsoft VSAPI 2.0/2.5          
       VSAPI 2.0/2.5                        
           

http://support.microsoft.com/?scid=kb%3Bzh-cn%3B328841&x=9&y=12 -   
Exchange                 

http://support.microsoft.com/?scid=kb%3Bzh-cn%3B823166&x=12&y=15 -  
  Exchange 2003 Server          VSAPI 2.5      

              

    

    

http://support.microsoft.com/default.aspx?scid=kb;en-us;328841&Product=exch2k
http://support.microsoft.com/default.aspx?scid=kb;en-us;823166
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4.5.     

 “    ”                       

            

  

PUP (        )
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  -          

    -              

   -         

       /                    “     ...”
               

               E-mail Scanner for MS Exchange VSAPI 

4.6.     

  “    ”                           

     -            
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          -             

       -            

         (     )    -              
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5. E-mail Scanner for MS Exchange Server 2000/2003

5.1.   

E-mail Scanner for MS Exchange Server 2000/2003               
   AVG 9.0 Email Server Edition   

            

             

Anti-Spam - Anti-Spam Server for MS Exchange

                         “    ”    
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EMS (VSAPI) - E-mail Scanner for MS Exchange (VSAPI)

                                 
          

                                   
Anti-Spam      
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o     -            

o        -               

o      -              

  “  ”           

      -              

      -              
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   -             

   -         “       ” 

                          

5.2. VSAPI 2.0

Virus Scanning API 2.0 MS Exchange 2000 Server      VSAPI 2.0      
                                    
      AVG for Exchange 2000/2003 Server    .virusinfo.txt        
                                    
                  “         ”       
  

Virus Scanning API 2.5 MS Exchange 2003 Server      VSAPI 2.5      
             AVG for MS Exchange 2000/2003 Server        
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5.3. E-mail Scanner for MS Exchange (VSAPI)

     E-mail Scanner for MS Exchange (VSAPI)    

“    ”         

     -               

   -              

“      ”   

       -                    100 MB 

“    ”   
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     –                       VSAPI 2.0/2.5  
               Exchange                
              AVG                   
  AVG for Exchange 2007 Server                    
    

                                 
       Microsoft Exchange              

    (    )

         VSAPI 2.0/2.5                    
                            

         Exchange                      
             30             (FIFO)      
                               

                  Exchange        

      “    ” “    ”                  
          MS Outlook                

   RTF -              RTF     

      -                            
                    

          “number_of_processors”   2 + 1 

           “number of processors”+ 1    2 

          “number of processors”   5 + 1 

                           

     -                             
       180    

“    ”   

        -                     

                  -               
           

       -                       zip rar
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  “        ”                        
      “    ” “  ”            

       

          

          

        

        

                 Microsoft VSAPI 2.0/2.5          
       VSAPI 2.0/2.5                        
           

http://support.microsoft.com:80/support/kb/articles/Q285/6/67.ASP -   
Exchange 2000 Server Service Pack 1    VSAPI 2.0      

http://support.microsoft.com/default.aspx?scid=kb;en-
us;328841&Product=exch2k -    Exchange               
  

http://support.microsoft.com/default.aspx?scid=kb;en-us;823166 -   
Exchange 2003 Server          VSAPI 2.5      

              

    

    

http://support.microsoft.com:80/support/kb/articles/Q285/6/67.ASP
http://support.microsoft.com/default.aspx?scid=kb;en-us;328841&Product=exch2k
http://support.microsoft.com/default.aspx?scid=kb;en-us;328841&Product=exch2k
http://support.microsoft.com/default.aspx?scid=kb;en-us;823166
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5.4.     

 “    ”                       

           

  

PUP (        )

  

  

              

  -          
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    -              

   -         

5.5.     

  “    ”                           

     -            

          -             

       -            

         (     )    -              
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6. AVG for Kerio MailServer

6.1.   

              Kerio MailServer            AVG    
    Kerio MailServer              Kerio Administration Console  
                      “Configuration”    “Content
Filter”    

  “Content Filter”                

Spam Filter

Antivirus    Antivirus    

Attachment Filter    Attachment Filter    
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6.1.1.    

    AVG for Kerio MailServer    “         ”         
   “         ”            “AVG Email Server
Edition”  

                           

        

                                 
     

o      -                  

o              -                  

       

o               -                 

             

o                 -               
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o                 -               

                     

o            -                    

                               
                 

6.1.2.      

“     ”            

    /    “       ”       /            
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      Kerio MailServer                      
            

             

                                 
                           

               

                                 
                /              

               

   -                 “  ”           
         “   ” “MIME   ”              
            /     

   -                               
    “*.doc.*”         .doc               

   -                          “  ”  
     “  ”                          

   -             

   “  ”              “  …”           
       “  …”                    
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  “  ”                 

  “             ”          “   ” “MIME
  ”                               
     

  “ ”                    
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7. Anti-Spam   

7.1. Anti-Spam   

Anti-Spam           “     ”               
                        Anti-Spam Server for MS
Exchange                  
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           “    ”         “  ”      
                                
                               

o     -            

o        -               

o      -              

  “  ”           

      -              

      -              
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   -         Anti-Spam    

   -         “       ” 

7.2. Anti-Spam   

                                   
                                    
                                    
                

Anti-Spam                          “    ” 
                                    
  

7.3.        
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 “Anti-Spam     ”         “   Anti-Spam   ”     
  /                     

                            Anti-Spam    
                                    
        “                   ”       
      0   100                         
50-90     

                50   90                  
     90                

   90   99      -                       
                                 
        

   80   89      -                       
                    

   60   79      -                       
                            

   1   59      -                       
                                

0   -                               
                             

                   

               -                  
                                 
                          

“Anti-Spam   ”       Anti-Spam                
     

7.3.1. Anti-Spam     

Anti-Spam                                
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           -                    MS
Outlook Outlook Express The Bat! Mozilla Thunderbird         
    

“   EML       ”–                      
                .eml                 
               “   EML       ”       
          

                                    
                                    
                            

           “   ”          

7.3.2.           

                      

   EML       



A V G 9.0  Email Server Edition © 2010      A V G Technologies  C Z, s .r.o.        49

                           “     ”  
      .eml                             
        

 “     ”                            
                                    
                                   
          “     ”                   

       “   ”              
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     Microsoft Office Outlook           MS Office Outlook    
  

 “     ”                            
                                    
                                   
                                    
                   

       “   ”              
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7.3.3.       

                     

                          “       
  ”   

                                    
                    “          ”   

              “     ”               
  /                                 
                         

                                    
      

            “   ”                    
                           “   ”     
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7.4.   

“      ”            “  ”            
Anti-Spam                                
 “     ”       “   ”   

      -                            
                                 
    

    -                              
                                 
      IP               

      “      ”            Mailshell        
               Mailshell                   
       

http://www.mailshell.com
http://www.mailshell.com
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7.5. RBL

“RBL”         “     ”       

            /  “   RBL    ”   

RBL                         DNS         
                          RBL          
                                    
   

RBL                                   
         Anti-Spam                        
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  “RBL      ”      RBL                   RBL
                                    
         

                                   
               RBL            

                 

7.6.    

  “   ”                            
                                  
*** 

                                    
                                   avg.
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com    

            /                       
                                    
   

   -                               
                        

“  ”–                   /           
                                 
                

“  ”–                              
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7.7.    

“   ”                                
                          

                                    
                               
spammingcompany.com            /             
      

            /                       
                                    
   

   -                               
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“  ”–                   /           
                                 
                

“  ”–                              
                     

7.8.     

                                  
    

             Anti-Spam                    
                                    
       –                  

   –        LegitRepute

   -                 

   –        /         IP     IP      / 
              

RBL – RBL                   IP  

Internet    -                   
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8. AVG Settings Manager
AVG Settings Manager                           
  AVG                USB                 
      

       AVG           Windows“  ”     

“    ”/“AVG 9.0”/“AVG Settings Manager”

        AVG   

            AVG                     
      AVG       

      AVG     

     AVG      (.pck)                    
“  ” “  ”                      

                 AVG

        AVG      (.pck)         AVG      
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    AVG         

          AVG       AVG      (.pck)        
                     

                           “ ”    
                “ ”               
AVG          

   AVG   

                            AVG    
                          

                 

o      -              

o         -                        

  

o        -                      

  “  ”          AVG        AVG          
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       AVG               

                           “  ”   
         

    “  ”                          
                                 
       AvgSetup.bat            AvgSetup.bat     
            AVG 
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9.            
   AVG                           AVG    (
http://www.avg.com)  “      ”   

                                    
      “  ”/“      ”            

http://www.avg.com
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