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2. AVG

2.1.
AVG Email Server Edition 2011

o Windows 2008 Server Edition (x86 x64)

. Windows 2003 Server (x86, x64) SP1

2.2.

o MS Exchange 2003 Server
o MS Exchange 2007 Server
o MS Exchange 2010 Server

. AVG for Kerio MailServer 6.7.2

2.3.
AVG Email Server Edition 2011

] Intel Pentium CPU 1.5 GHz
. 500MB
° 512 MB RAM

AVG Email Server Edition 2011
] Intel Pentium CPU 1.8 GHz
o 600MB

o 512 MB RAM

2.4.

AVG Email Server
AVG Email Server Edition 2011 Windows
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AVG AVG
File Server Edition

° AVG File Server Edition
[ / /| AVG/ AVG

. AVG 8.x

- /uninstall
setupes.exe

] C:\AVG4ES2K\setupes.exe /uninstall

Lotus Domino/ Notes - /uninstall
setupln.exe

: C:\AVGALN\setupln.exe /uninstall

2.5. MS Exchange
MS Exchange 2003 Server

MS Exchange 2003 Server ( ):

http:/ / www.microsoft.com/ exchange/ evaluation/ sp2/ overview.mspx

.delete

MS Exchange 2007 Server ( ):

http://www.microsoft.com/downloads/details.aspx?FamilyID=44c66ad6-f185-4a1d-
a9ab-473c1188954c&displaylang=en
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[ 1 AVG

AVG

[ ]
o AVG - AVG AVG DataCenter (AVG Network Edition)
. - AVG
(usB )
. - AVG [
]
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) Anti-Spam Server for MS Exchange

SPAM

AVG Email Server Edition 2011 ¢ 2010 Copyright AVG Technologies CZ, s.r.o. All rights reserved.




¥ AvG

. E-mail Scanner for MS Exchange (

MS Exchange HUB

MS Exchange 2007/2010 HUB
o E-mail Scanner for MS Exchange (SMTP

MS Exchange SMTP
MS Exchange 2007/2010 EDGE HUB

. E-mail Scanner for MS Exchange (VSAPI)

: MS Exchange

L]
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3.5.

AVG
DataCenter

AVG 1AL

WA

AVG. o
.Email ServerEdition > AF =) CRRTHLZELE

1WA RERTLELE

AVG 2011 DataCenter {Ti5:

[7 AVG 2011 Web T2 MR BICEIEEAONSL (C8A0LT. AVG 2011 M7 54— Al —
[CiE-TEF Tt T ol riEELET.

T

AVG

. MS Exchange Server 2007/ 2010

. MS Exchange Server 2003

. AVG for Kerio MailServer
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4. MS Exchange Server 2007/ 2010

4.1.

AVG for MS Exchange Server 2007/2010
Email Server Edition 2011

AYG Email Server Edition 2011
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. EMS (SMTP) - MS Exchange (SMTP )

MS Exchange SMTP

MS Exchange 2007/2010 EDGE HUB
. EMS (VSAPI) - MS Exchange (VSAPI)
: Hub Exchange VSAPI
2
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4.2. MS Exchange ( TA)
E-mail Scanner for MS Exchange ( )
[ ]
[ ] [MS Exchange ( TA) ]
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4.3. MS Exchange (SMTP TA)

[MS Exchange (SMTP TA) ]
MS Exchange ( TA)
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4.4. MS Exchange (VSAPI)
E-mail Scanner for MS Exchange (VSAPI)
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Microsoft VSAPI 2.0/2.5
VSAPI 2.0/2.5

e http://support.microsoft.com/default.aspx?scid=kb;en-
us;328841&Product=exch2k - Exchange

e http:/ / support.microsoft.com/ default.aspx?scid=kb:en- us:823166 Exchange 2003 Server

VSAPI 2.5
[ ]
[ ]
4.5,
Hub Exchange VSAPI
2
(1 VSAPI 2 )
VSAPI
( )
(Windows [ / ] [regedit
] Enter )

HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\ Services \ MSExchangelS\ Vi
rusScan

[ / DWORD (32 )y ]
TransportExclusion
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5. MS Exchange Server 2003

5.1.

E- mail Scanner for MS Exchange Server 2003
AVG Email Server Edition 2011
B

. - MS Exchange

SPAM

. EMS (VSAPI) - MS Exchange (VSAPI)

A¥G Email Server Edition 2011

¥ AVG

. Email Server Edition

A-ILA¥¥ S+ for MS Exchange (JL—7-24 TA) oalh—2  ——

A—JLA¥¢T for MS Exchange (JL—72+F TA) (1. MS Exchange HUB
H— =0 EAT TSNS ATOEF A A= F o L g, B L ANRE

W 4 2k HENDE, M IV ATREE (ABEhENS. TR PRENE T,

A=JLA%wT for MS Exchange (

FrydEnfza -l 0 L/F# 104202010, 12:08 AM
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5.2. MS Exchange

(VSAPI)

E-mail Scanner for MS Exchange (VSAPI)

VSAPI 2.0/2.5
Exchange Messaging Database

AVG for Exchange Server

Scanner for MS Exchange

. (
VSAPI 2.0/2.5
Exchage
ol 1
MS Outlook
. RTF - RTF

100 MB
/
1
AVG
(E- mall
)
/
( 30 )
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Microsoft VSAPI 2.0/2.5
VSAPI 2.0/2.5

e http://support.microsoft.com/default.aspx?scid=kb;en-
us;328841&Product=exch2k - Exchange

e http:/ / support.microsoft.com/ default.aspx?scid=kb:en- us:823166 Exchange 2003 Server
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6. AVG for Kerio MailServer

6.1.
Kerio MailServer AVG
Kerio MailServer Kerio Administration
Console
[Configuration] [Content Filter]
##localhost - Administration Console for Kerio MailServer 1ol x|
File Help
f Kerio MailServer _
& Cn Configuration 4| Content Filter
- 144 Services
E Domains
- T SMTP Server [ E"E !
-4 Content: Filker ]
F— § Spam Filker Attachment
i+ [/ Spam Filker Filker
(2] Antivirus
5 attachment Filter
-+ [ Archiving & Backup
- £ Internet Connection
- (& Scheduling
a POP3 Download
a ETRM Download
- ¢ Remote Administration
- [2] 590 Certificates
- Y Advanced Options
(- (W Definitions
- @ Domain Settings
- [ Status
[+ G Logs
| @ Configuration | a2 Kerio MailServer | Configuration | Content Filker l_!! localhosk: 44337 m Admin ré Ready 4
[Content Filter] 3
o Spam Filter
. Antivirus ( )
o Attachment Filter ( )
6.1.1.
AVG for Kerio MailServer [ ]

[AVG Email Server Edition]
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ankivirus usage

[~ Use integrated Mcafee® antivirus engine

¥ Use external antivirus | AvG Email Server Edition LI Cpkions

—IF a wirus is Found in a message

{* Discard the message

' Deliver the message with the malicious code removed

[~ Forward the ariginal message bo administrakor address: |

[~ Forward the fikered message bo administrakor address: I

If a part of message cannok be scanned (2.9, encrypted or corrupked File)

{+ Deliver the original message with a prepended warning

= Reject the message as if it was a virus {use the settings abowe)
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6.1.2.

2| Attachment Filter

[+ Enable attachment Filker

—If a message attachment is blocked by this Filker

The attachment will be removed from the message and the message will be delivered to the recipient

v Sendthe sender a warning informing that the atkachment was nok delivered

[~ Forward the ariginal rmessage ko administrator address: |

[~ Forward the filkered message bo administrator address: I

Tvpe Zonkent I Ackion | Description
U EQ Filz name  *.exe Block, EXE files
E}Q Filz name  *.com Block, COM files

E_;Q Filz name  *.scr Block, acreenshot files

=
EQFiIE name  *.bat Block, BAT Files hd
| 4|

1

|1
!

Add... | Edit... Eemove

Kerio MailServer
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MIME

/
- ( * doc.*’ .doc
)
. - (
) ( )

[ ] [ ]

[ -]

£8 Attachment Filter x|

—If an email message contains an aktachment where
I File name LI is I*.I:uat LI

—Then

% EBlock the attachment

" #ccept the attachment

Ok Zancel
. [ ]
. [ ]
( MIME )
[ ]
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Anti-Spam Server for M5 Exchange Component

rv- Anti-Spam Server for MS Exchange
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SPAM
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€ Microsoft Office Outlook
 Microsaft Outlaok Express
€ The Bat!

£ Mozila Thunderbird
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- 1 MS Outlook, Outlook
Express, The Bat!, Mozilla Thunderbird
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7.3.2.

EML
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