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2. AVG

2.1.
AVG Email Server Edition 2012

. Windows 2008 Server Edition(x86  x64)

. Windows 2003 Server(x86, x64) SP1

2.2.

. MS Exchange 2003 Server
. MS Exchange 2007 Server
. MS Exchange 2010 Server

J AVG for Kerio MailServer — 6.7.2

2.3.
AVG Email Server Edition 2012

. Intel Pentium CPU 1.5GHz

. 500MB ( )
. 512MB RAM

AVG Email Server Edition 2012

[ Intel Pentium CPU 1.8GHz

. 600MB ( )
. 512MB RAM
2.4,
AVG Email Server AVG Email Server Edition 2012
Windows
. / / /
AVG

AVG Email Server Edition 2012 2012 Copyright AVG Technologies CZ, s.r.o. All rights reserved.




¥ AvG

AVG File Server Edition Email Server Edition
. Email Server Edition AVG File Server Edition
/ IAVG/AVG
o AVG 8.x
Exchange - /uninstall setupes.exe

: C:\AVG4ES2K\setupes.exe /uninstall

Lotus Domino/Notes - /uninstall
setupln.exe

: C:\AVG4LN\setupln.exe /uninstall

2.5. MS Exchange
MS Exchange 2003 Server

MS Exchange 2003 Server ( ):

http://www.microsoft.com/exchange/evaluation/sp2/overview.mspx
.delete
MS Exchange 2007 Server ( ):

http://www.microsoft.com/downloads/details.aspx?FamilylD=44c66ad6-f185-4ald-a9ab-
473c1188954c&displaylang=ko
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3. AVG
AVG : CD

.AVG (http://www.avq.(lzom/download?

prd=msw)

, 32 (x86 ) 64
(x64 ) .

CD . AVG
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AVG . AVG C:
Program Files

AVG
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. MS Exchange Anti-Spam

AVG Email Server Edition 2012 2012 Copyright AVG Technologies CZ, s.r.o. All rights reserved.




¥ AvG

. MS Exchange ( )

MS Exchange HUB

MS Exchange 2007/2010 HUB
. MS Exchange (SMTP )
MS Exchange SMTP

MS Exchange 2007/2010 EDGE HUB

. E-mail Scanner for MS Exchange(VSAPI)

: MS Exchange

3.5.
AVG DataCenter

AVG A TEYM Zx 22| A

¥ AVG

. Email Server Edition
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o E-mail Scanner for MS Exchange Server 2007/2010

[ E-mail Scanner for MS Exchange Server 2003

o AVG for Kerio MailServer
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4. E- mail Scanner for MS Exchange Server 2007/2010

4.1.
AVG for MS Exchange Server 2007/2010 AVG Email Server Edition 2012

A¥G Email Server Editi

OHEE)
¥ AVG
. Email ServerEdition I HOEE
N
——
i LA
R EEEEE - (a4 -
Anti-Spam EMS(2}2E) EMS(SMTP) EMS(VSAPI)
b g A =4 =4
"
s B + ]
ea"s * ®  Anti-Spam
MS Exchanged Anti-Spam MHHME A8 HAAS 2BEHESH] OlE 32 REELICH
MS Exchange& Anti-Spam MH 24 2404 248515 SLICH
O EM v

. Anti-Spam - MS Exchange _Anti-Spam

. EMS( ) - MS Exchange ( )

MS Exchange HUB

MS Exchange 2007/2010 HUB

. EMS(SMTP) - MS Exchange (SMTP )
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MS Exchange SMTP

MS Exchange 2007/2010 EDGE HUB

. EMS(VSAPI) - E-mail Scanner for MS Exchange(VSAPI)

VSAPI  Hub Exchange

. Anti-Spam

A¥G Email Server Edi
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'

. Email Server Edition

MS Exchange & E-mail Scanner(VSAPI) 74 24

A P& 24
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4.2. E- mail Scanner for MS Exchange(routing TA)

MS Exchange

(

)

E-mail Scanner for MS Exchange(routing TA)
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4.3. E- mail Scanner for MS Exchange(SMTP TA)
MS Exchange (SMTP )

TA)

MS Exchange (
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4.4. E- mail Scanner for MS Exchange(VSAPI)
E-mail Scanner for MS Exchange(VSAPI)
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. ( )
VSAPI 2.0/2.5

Exchange
( 30 ). (FIFO)

MS Outlook

e RTF - RTF

, 180

. - zZip, rar
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Microsoft VSAPI 2.0/2.5
. VSAPI| 2.0/2.5

e http://support.microsoft.com/default.aspx?scid=kb;en-us;328841&Product=exch2k -
Exchange

e http://support.microsoft.com/default.aspx?scid=kb:en- us;823166 - Exchange 2003
Server VSAPI 2.5

4.5.

Hub Exchange VSAPI
. VSAPI On-access Scanner

VSAPI

(Windows / regedit Enter ).
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\MSExchangelS\VirusScan
/DWORD(32
) . TransportExclusion

. MS Exchange Server ReloadNow 1

VSAPI On-access Scanner
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MS Exchange (VSAPI)
4.7.
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5. E- mail Scanner for MS Exchange Server 2003

5.1.
E-mail Scanner for MS Exchange Server 2003 AVG Email Server Edition 2012

A¥G Email Server Edition 2012

IHEED
¥ AVG
. Email Server Edition
Anti-Spam EMS(2H25) EMS(SMTP) EMS(VSAPI)
b g A =4 =4
"
s B + ]
ea"s * ®  Anti-Spam
MS Exchanged Anti-Spam MHHME A8 HAAS 2BEHESH] OlE 32 REELICH
MS Exchange& Anti-Spam MH 34 2400 ZESE A SLICH
O EM v

. Anti-Spam - MS Exchange _Anti-Spam

J EMS(VSAPI) - E-mail Scanner for MS Exchange(VSAPI)

. Anti-Spam
. MS Exchange (VSAPI)
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5.2. E- mail Scanner for MS Exchange(VSAPI)
E-mail Scanner for MS Exchange(VSAPI)

MH 78 84 &8 [E=es

| v

B i AMH 28 22

e = anti =2 &3
MS Exchange £ anti-Sparm ME
M5 Exchange £ E-mail Scanner || M 2E &4 ME
M5 Exchange & E- mall Scanner =

[712 &x o =l

=22 &3
210 370 100 ME

AWM EH
¥ WOPEE A
[© s AM{EH2E HMAD
¥ RTF =M
[T LI2H= HAAL A3 2 SMS Exchange 200720100

M A E

|

M HER A2 180 Ed
Fard |
W RlSE g S
WA e IEO0W U ATOIYH HE 2D | |
[T ZFSE 232 27 = 22O 2D
Vs D HEE AN
dA M 22 0l 20
o | 5 CHs HOME S2t IIE Y S ZM =Y 519 7] OlHH RIEE - 2l B8
_I AIZRAM ZRF EH M2 T LI
J2Et |® =H0] || 24 | @ ==
A
L] -
L] -
® - . 100MB
° _
. VSAPI 2.0/2.5 )
Exchange . AVG

AVG for Exchange Server

(' : Microsoft Exchange

AVG Email Server Edition 2012 2012 Copyright AVG Technologies CZ, s.r.o. All rights reserved.




¥ AvG

. ( )
VSAPI 2.0/2.5

Exchange
( 30 ). (FIFO)

MS Outlook

e RTF - RTF

, 180

. - zZip, rar

AVG Email Server Edition 2012 2012 Copyright AVG Technologies CZ, s.r.o. All rights reserved.




¥ AvG

[ ]
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[ ]
Microsoft VSAPI 2.0/2.5
. VSAPI 2.0/2.5
e http://support.microsoft.com/default.aspx?scid=kb;en-us;328841&Product=exch2k -
Exchange
e http://support.microsoft.com/default.aspx?scid=kb:en- us;823166 - Exchange 2003
Server VSAPI 2.5
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6. AVG for Kerio MailServer

6.1.

Kerio MailServer . AVG
Kerio MailServer Kerio Administration Console

#dlocalhost - Administration Console for Kerio MailServer -1l x|
File Help

'g Kerio Mailserver .
[%I--Q‘e’!.l:unﬁguration @ Content Filter
|52. Services
@ Domains
- L, SMTP Server C.2
[=)- (2 Content Filter

&;‘ Spam Filker
() Artivirus

Eﬁ

Attachment
Filter

Spam Filcer

----- 8 attachment: Filker

- (] Archiving & Backup
& Internet Connection
- @k Scheduling

a POP3 Download

a ETRM Download

- ¢ Remote Administration
- [] 55L Certificates

- 8 fdvanced Options
(it (W Definitions

[+~ @ Domain Settings

[- [ status

[#- @ Logs

| 1.3} Configuration | T:g Kerio MailServer f Configuration | Content Filker | -4 localhosk: 44337 | 3 Admin ré Ready

6.1.1. Antivirus
AVG for Kerio MailServer
Antivirus AVG Email Server Edition
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Antivirls usage

[~ Use integrated McAfes® antivirus engine

v Use external antivirus | v Email Server Edition ;I Cpkions

[ )
—IF a wirus is found in a message
% Discard the message
" Deliver the message with the malicious code removed
[~ Forward the original message ko administrator address: |
[~ Forward the Filkered message ko administrator address: |
o _
0 _
o _
o -
. (: )
If a part of message cannok be scanned (e.q0. encrypted or corrupked File)
{* Deliver the original message with a prepended warning
{~ Reject the message as if it was a virus {use the settings above)
o — ( )
0 _
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6.1.2.

lZQ Attachment Filter

[+ Enable attachrment Filker

—If a message atkachment is blocked by this Filker

The attachment will be remowed from the message and the message will be delivered to the recipient

v Send the sender a warming informing that the attachment was nok delivered

[T Forward the original rmessage ko adminiskrator address: I

[T Forward the Filkered message ko adminiskrator address: I

Twpe Content Action Descripkion =
U CEFle name  *.exe Elock, EXE files e
EFile name  *.com Elock, COM Files l
EFile name  *.scr Block. acreenshot Files 3
EFile name  *.bat Block, BAT files _ILI -
4| | ,

add. .. | Edit. .. REmoyve

Kerio MailServer
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* doc.* .doc

—If an email message contains an attachment where

IFiIe =l ;I is I*.I:uat j

—Then

+  Block the attachment

{~ Bccept the attachment

(04 Cancel

MIME )
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7. Anti- Spam

7.1. Anti- Spam

. Email Server Edition

M 24 @4 .vrv MS Exchange 8 Anti-Spam AHIH A

MS Exchange 2 .4 EAELICH O 75 845 2 7 24

Anti-spam A B
[FE=pa
2E 54 WA 6.3.5
DOFAI2F DIOIE IO & HOH0IE g5k Friday, July 01, 2011, 2:00 AM
AR FAF ML AR 2 0 9/6/2011, 5:37 PM 0|=
2AUT 2B AT 0 9/6/2011, 5:37 PM 0|
SR T8 ®AHL: 0 9/6/2011, 5:37 PM 0|=
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