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2. AVG

2.1.
AVG Email Server Edition

o Windows 2012 Server R2 Edition
o Windows 2012 Server Edition x86  x64
o Windows 2008 Server R2 Edition
o Windows 2008 Server Edition x86  x64

o Windows 2003 Server x86  x64 SP1

o MS Exchange 2003 Server
o MS Exchange 2007 Server
o MS Exchange 2010 Server
o MS Exchange 2013 Senver

. Kerio MailServer — 6.7.2

2.3.
AVG Email Server Edition

Intel Pentium CPU 1.5 GHz

500 MB

512 MB RAM

AVG Email Server Edition

Intel Pentium CPU 1.8 GHz

600 MB

512 MB RAM
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2.4.
AVG Email Server AVG Email Server
Edition Windows
o / / /
/ IAVG/ AVG
. AVG 8.x
“Exchange - /uninstall setupes.exe

C:\AVG4ES2K\setupes.exe /uninstall

“Lotus Domino/Notes - /uninstall setupln.exe

C:\AVG4LN\setupln.exe /uninstall

2.5. MS Exchange Service Pack
MS Exchange 2003 Server Senice Pack Senice Pack
MS Exchange 2003 Server Service Pack

http://www.microsoft.com/en-us/download/details.aspx?id=9664

.delete

MS Exchange 2007 Server Service Pack

http://www.microsoft.com/downloads/details.aspx?FamilyID=44c66ad6-f185-4ald-a9ab-
473c1188954c&displaylang=en

MS Exchange 2010 Server Service Pack

http://www.microsoft.com/en-us/download/details.aspx?id=28190



http://www.microsoft.com/en-us/download/details.aspx?id=9664
http://www.microsoft.com/downloads/details.aspx?FamilyID=44c66ad6-f185-4a1d-a9ab-473c1188954c&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=44c66ad6-f185-4a1d-a9ab-473c1188954c&displaylang=en
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AVG

http://www.awg.com/download?prd=msw)

32 x86 64
X64

AVG

AVG EEEFK

AVG POl AVG 23 Fr

IR EENE S

I‘:F'}'{[?ﬁﬁ) - Chinese (Simplified) j

AVG


http://www.avg.com/download?prd=msw
http://www.avg.com/download?prd=msw

AVG EEEFK

L AVG POl AVG 23 Fr

ETE™0n, MFETEREE ave HFeTHHEFD Avc oo Tk 3Er0 a9l FARaFosit:

: A fFHER AN ABEUE— B A TEER AVG TECHNOLOGIES 12
SHEE A, RERE B AVG TECHNOLOGIES WHMERREN A S R{ERNSE
B, 85 ETF Ema TR (LTI R e (KEEE S
RELFAENIENAA L) EEH 13 FILLE, FIEETEMLSETRIIST0ER
(DIEE 4 TPRRSIEFRFISR), FE AL AVG TECHNOLOGIES BILINSEF{EMA
SEERTH A RERSIEROREN ASHERO0TIE 9 WRRILEEPF®
Vo TEE 97 (d) P, RO LIRE A FARA S,

WO LIFESNT AR, (B AR SR EAMES BT RIS B (T A AR Sk RS =

ERELENEE STHTEMRE ()

3.3.

AVG

AVG




Y5 AVG ERERE

fiAG CE Bt ¥ ol iE

L3 TH |
#180: IQNPE-SBCAS-PUQU2-ASHCK-GP333L-930CE

A0 EATERIAE AVG
o4, VFeTIE SO0 SR B TR0 i AR AR, MR T AR S RIS S BT ERAGE LR

a

IIR SR TSRS RO LA, Msis 2P mE it F EHENFeNES. ERIFEBRE LS.

Y5 Ave ERER

¥ AVG. Email Server Edition

@ Bk (HEE)
TR ETEE.

D HEXEER
IR ETIRITE. BEEERPIER.

AVG

AVG




AVG

AVG
AVG C: “Program Files”
Y5 AVG ERERE
¥ AVG Email Server Edition
HHEE
# V| EECEEEE EESFES.
=[] IR 23
L TR
25, [0
AVG /

AVG “ "

o - AVG AVG DataCenter (AVG Network Edition)

o - AVG




+F Avc

o Anti-Spam Server for MS Exchange

o Email Scanner for MS Exchange
MS Exchange HUB
o Email Scanner for MS Exchange SMTP

MS Exchange SMTP EDGE

o Email Scanner for MS Exchange (VSAPI)

Exchange 2003 Anti-Spam Email Scanner (VSAPI)

HUB
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AVG
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MS Exchange 2007
MS Exchange 2003

Email Scanners for MS Exchange

Anti-Spam Server for MS Exchange

AVG for Kerio MailServer

Anti-Spam

Email Scanner (VSAPI)

13
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5. E-mail Scanners for MS Exchange

5.1.

Email Scanner

. EMS - Email Scanner for MS Exchange

MS Exchange HUB
MS Exchange 2007/2010/2013 HUB
o EMS (SMTP) - Email Scanner for MS Exchange SMTP
MS Exchange SMTP
MS Exchange 2007/2010/2013 EDGE HUB

. EMS (VSAPI) - Email Scanner for MS Exchange (VSAPI

¥ | AVG Email Server Edition

€& Email Scanner for MS Exchange (}& % 4%

C® EERA

Email Scanner for MS Exchange( #§ Hi . MS Exchange HUB
22 A B REFT R TR | R

14
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5.2. E-mail Scanner for MS Exchange
Email Scanner for MS Exchange

Email Scanner for MS Exchange
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5.3. E-mail Scanner for MS Exchange SMTP

Email Scanner for MS Exchange(SMTP
Email Scanner for MS Exchange

5.4. E-mail Scanner for MS Exchange ( VSAPI)
Email Scanner for MS Exchange (VSAPI)

EEb Ll
SR
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o - VSAPI 2.0/2.5
Exchange
AVG AVG for Exchange Server
Microsoft Exchange
. ( )
VSAPI| 2.0/2.5
Exchange 30
(FIFO)
MS
Outlook
. RTF - RTF
o (MS Exchange 2007/2010/2013) - VSAPI
( TA
VSAPI
VSAPI On-access
[ ] -
“number_of processors” 2+1
“number of processors”+ 1 2
“number of processors” 5+1
o - 180

18
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Microsoft VSAPI 2.0/2.5
VSAPI 2.0/2.5

e http://support.microsoft.com/default.aspx?scid=kb;en-us;328841&Product=exch2k - Exchange

e http://support.microsoft.com/default.aspx?scid=kb;en-us;823166 - Exchange 2003 Sener
VSAPI 2.5

19
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6. Anti-Spam Server for MS Exchange

6.1. Anti-Spam

Anti-Spam

6.2. Anti-Spam
¥ AVG. Email Server Edition

& [T MS Exchange £ Anti-Spam AR

C® EERA

H T Ms Exchange ] Anti n BE 2
&)

I R FHE 7 A B R AT A B RE B, RIS T

. - Anti-Spam

6.3.
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Email Scanner for MS Exchang
mail Scanner for MS Exchang
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Anti-Spam
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Anti-Spam

90

23



- AVG
AVG

6.3.2.

shell SpamLabs

Email Scanner for MS Exchang
Email Scanner for MS Exchang

Anti-Spam

Mailshell
Mailshell

24
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6.3.3.

e F

k&I
w3

Exchange £ Anti-5

Email Scanner for MS Exchang

Microsoft Office Outlook

avg.com

WAB

Windows
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6.3.4.

' | AVG Email Server Edition EREE

[E LB R
{WG 1R FRIFBIEF
z (ol

k&I
w3

Email Scanner for MS Exchang

Email Scanner for MS Exchang
mail Scanner for MS Exchang
=3

spammingcompany.com

/
/
[ ] -
[ ] -
- WAB
Microsoft Office Outlook

[ ] -
6.3.5.

Anti-Spam

Spamcatcher (MailShell Inc.)

Anti-Spam

Windows
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7. AVG for Kerio MailServer

7.1.

Kerio MailSener AVG Kerio
Kerio Administration Console
“Content Filter”

MailServer
“Configuration”

Ahlocalhost - Administration Console for Kerio MailServer

=101 x|

File Help

g Kerio MailServer — .
&89 Configuration /| Content Filter
- 2] Services
Ql_f Diarnains
- T SMTP Server c.Z
- 24 Conkent: Filker
b 7 Spam Filker

() Ankivirus
G5 attachment Filker
- ey Archiving & Backup

- % Internst Connection

[T
C-.e .a

Attachment
Filker

Spam Filker

- @t Scheduling

EE.:B, POP3 Download

:g, ETRM Download

- 1% Remote Administration
- [£] 550 Certificates

- O pdvanced Options

r- W Definitions

[+ [i{ Domain Settings

[ (2 Status

[]—-f'“,'_' Logs

| C3y Configuration

| Fa Kerio MailServer | Configuration / Conkent Filter | = |ocalhosk: 44337 ﬂ. Admin |15 Ready Y

“Content Filter”
. Spam Filter

. Antivirus Antivirus

Attachment Filter

Attachment Filter

28
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7.1.1.

AVG for Kerio MailSenver “ "
" “AVG Email Senver Edition”

Ankivirus usage

[~ Useintegrated Mcafee® antivirus engine

v Use external antivirus | AYG Email Server Edition LI Cpkions

—If a wirus is found in & message

{* Discard the message

" Deliver the message with the malicious code removed

[~ Forward the ariginal message bo administrabor address: |

[T Forward the Filkered message to administrator address: I

O -

0 -

0 -

o -

[ ]

If a part of message cannok be scanned (2.9, encrypted or corrupted File)
f+ Deliver the original message with a prepended warning
= Reject the message as if it was a virus (use the settings abowe)

O -

O -

29
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22| Attachment Filter

[+ Enable attachment Filker

—If a message attachment is blocked by this Filker

[~ Forward the ariginal message bo administrator address: |

[~ Forward the filkered message bo administrator address: |

The attachment will be remaved fram the message and the message will be delivered to the recipient

v Send the sender a warning informing that the atkachment was nok delivered

Tvpe Content I Action | Description |=
Ul CEFile name  *.axe Elock ExE files o
EQ Filz name  *.com Black. 0N files
EQ File name  *.scr Block. Screenshot Files
EQ File name  *.bat Block. BAT files -
a| b

add. .. | Edit, .. Remove

/ “ ” /

“ ”

Kerio MailServer

“MIME "

30
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. - “* doc.
* .doc

— If an email message contains an attachment where

IFiIe name ;I is I*.I:uat

=

—Then

% Elock the attachment

" Accepk the attachment

84

Zancel

“MIME

31
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