AVG Internet Security 2013

2013.11 (14.2.2013))

AVG Technol ogies CZ, s.r.o.

RSA Data Security, Inc. 1991 MD5 (C) 1991-1992 RSA Data Security, Inc.
C-SaCzech (c) 1996-2001 Jaromir Dolecek (dolecek@ics.muni.cz)
Zlib (c) 1995-2002 Jean-loup Gailly and Mark Adler

libbzip2 (c) 1996-2002 Julian R. Seward




2 AV G e e 6
I T T T P PP PTPPPP 6
22 2 PSPPI 6

B AV G e 7
o T R PP 7
7222 PP 8
LT T PP 9
5 10
- T T ORI 11
3.6 AVG Security T OO DAL+ v v v v v v 12
e T 228 PP 13
- T PP 14

Q. e e 15
5 PPN 15
/52 2 PR 15
5 e 15
R B T - Y (T 15
Y\ Y/ c R T T PP 16

5. AV G e 17
= T N 18
-2 PP 22
LT T L PN 23
T P 23
55 PP 24
Lo T PP 24
LA A\ VL T T PN 26
5.8 AV G AGVIS O+ trerrerrrennetnuetttettt ettt tet ettt e tat e ta et et et et e e e e et e e et e e e a e r e e 27
5.9 AV G A CCEIOIALON e rrrrrrrssssssansaneteeesssssssaaaneeeesssssasaarreess st s rarreesesssa e 28

B. AV G  t 29
L LT T T PP PPTPPN 29
LI Y= < N T T PPN 30




+F Avc

Lo B =132 1| T T PPN 33
LT IO = 1 PPN 35
6.6 QUICK TUNME: v e reee sttt 37
7. AVG Security TOOIDAr - - -« c v e 39
8. AV G DO NOE TraCK « + « c « v v ot ettt e e e e e e e e 41
8.1 AV G DO NOt TFACK ~ crereerrrrmernemnenntnate et et eeaeea e et e et e et e et aeaa e taa et e ea e eaennneenrean e e e enennaennnes 41
< 25~ 2 PP UPTRE 42
L I LT T TP PPN 43
8.4 AVG DO NOt TTACK ~ rveerererrmermtieti ettt ie ittt et e et e et et e e e e et et e et e e e ea s et et e s et e e et s e aae e eaeeaaes 44
G, AV G e 45
o T T 45
< -2 PPN 48
9.3 F X T PP 48
o T 50
TSR S 00T LIRS o= 80 = 54
LT =Y o N PP 68
9.7 IHENEILY PrOLECHION -+ xx s vresree sttt 71
Lo - T T T OO PP PT PPN 72
o T X 76
Lo T o T PPN 84
Lo T I T T PPN 88
< e 122 PP 90
Lo T R\ Y/ R 91
o T 7 PPN 91
Lo T LT T PPN 94
LT o RN VLo ) PP 94
10. EIireWall v o v et et 96
o T T PP 96
0 T2 PP 98
1107 2 99
10 100
o L= S PP 101
L0 ) T PP 102
10 Y Z2 103

11, AV G ot et 106




+F Avc

L T T T TP UPRUPTRPTRN 107
11.2 WINGOWS  oerereeetmettt ettt e e et e et et e et et e e e e et e e et e e e e e et e e et et 113
5 0 PP 114
5 PP 116
5 0L PP 123
L TP 124
1 572 126
17 128
T PP 128
13.2 RESIHENT SHIEIA  revrerrrerernreenenn ettt et et e e ea e et e et e et e e e e e e e e ea e ea e e s e e s aa e ea e ea e anaeanaas 130
3.3 e e 132
13.4 ONINE SHIEIA  ceerrrrererernnetii i et et et e e e e et e e e e s e e e et s e e e e e s b r e e 133
3.5 et eeeeeeea et et e ettt e e 134
IR 1= | R 135
T4, AV G t t et 137
7 PP 137
7572 137




+F Avc

AVG Internet Security 2013

AVG Internet Security 2013
AVG AVG Community Protection
Network




+F Avc

2. AVG

2.1.
AVG Internet Security 2013

¢ Windows XP Home Edition SP2
¢ Windows XP Professional SP2
¢ Windows XP Professional x64 Edition SP1
e Windows Vista x86  x64
e Windows 7 x86  x64
e Windows 8 x32  x64
Senice Pack
Windows XP x64 ldentity IDP AVG

Internet Security 2013

2.2.
AVG Internet Security 2013

¢ |ntel Pentium 1.5 GHz
e 512 MB (Windows XP) / 1024 MB (Windows Vista, Windows 7) RAM

* 1.3GB

AVG Internet Security 2013
¢ Intel Pentium CPU 1.8 GHz
e 512 MB (Windows XP) / 1024 MB (Windows Vista, Windows 7) RAM

* 1.6 GB




+F Avc

3. AVG
AVG Internet Security 2013
AVG Internet Security 2013 AVG (http://www.avg.com/)
/ AVG
3.1.
AVG

=

AVG 2013 ¥E#LFE

AVG Yol AVG &2 e

EREEIES:
|‘:F'1‘:(Hf$) - Chinese (Simplified) j

AVG Internet Security

2013

AVG Internet Security 2013




3.2.
AVG AVG

X% AVG 2013 EEER

AVG Yol 5 AVG T2y

TG, MFRTEEIE AVG 2013 WETHHRFD Ave 20 TR IRimr el T SFRF 0t

EEHM: FHRHAEEEHY. ZHE-BXTEEM AVG TECHNOLOGIES 2 [ ]
SN, FEMRSS B AVG TECHNOLOGIES W FI{ERA L A S5 2RSE
SEl, A E SRR T RN R TR R (LU TR AEn B (R ER 2
BREER ARG CHEF 13 L E, RISER R aEs il e s
(EfEE 4 ORNREIRFRASRMS), FHEFL AVG TECHNOLOGEES o] LIt EFI{EH
SEERFRGRERSERARET ASBERMITIE 9 TR BRI

Vo TEE 9T (d) . RO LR IRA S

o] LI R SHR AR, (B R ER AR B e T (R M A= MR >

ERfLEnEE SHTEMEA(E)

AVG

AVG
AVG

http://www.avg.com/)

. - Web AVG

Security 2013 !

. AVG

AVG

AVG Internet



3.3.

X% AVG 2013 EERF

AVG WOE B IVE O

HeES5: [
{#30: IQNPE-3BCAS-PUQU2-A5SHCK-GP 338L-930CE

AN T HINT Ave
it VeNES IS0 45T T Ef i keds S, RREER TR GEIR . FRITTRRILA TR BRI RS IS ERAET R

o

IR R SRS . N7 S mB i+ LRI eTIE =13, AR IEA Bl S5,

AVG Internet Security 2013
AVG Internet Security 2013

AVG Internet Security 2013

Ctrl ()

. Ctrl \Y



. - AVG Internet Security 2013 !

3.4.

™

AVG 2013 EX8F

AVG Internet Security

@ ‘Bz (it
TEFAEmENGE BRI 8.

O BEXERE
FREETEINGE. BUERAMER.

AVG Internet Security 2013 AVG . AVG Security
Toolbar AVG Secure Search

AVG
Internet Security 2013

AVG Internet Security
2013
AVG Internet Security 2013
AVG Internet Security 2013 C:
Program Files




AVG Internet Security 2013 !

3.5.

5 AVG 2013 ERER

X AVG Internet Security B e

HitEE

=[] AvG fIDEETA

(- [V] BT HRHELE
S
TEEEMES

Quick Tune IW\

AVG NIERIN.,

AVG Internet Security 2013
/ AVG

“ ”

AVG Internet Security 2013 !




+F Avc

3.6. AVG Security Toolbar
AVG Security Toolbar AVG Security Toolbar
Internet
Microsoft Internet Explorer V6.0 Mozilla Firefox V3.0
Internet Internet Explorer 6.0

!/ Mozilla Firefox 3.0
Internet Avant Browser

AVG 2013 E¥R8F

AVG Internet Security Zr4L AVG Security Toolbar

{#FH AVG Toolbar L8 M F4F
Mave v | Q #% | @ DoNotTrack

EEEN: FFEAEEDY. AL -BEXTE
{5 AVG TECHNOLOGIES 1BfifI%:ff, HEREE
AVG TECHNOLOGIES WriEfIfFHIE M A BR{ER
WS EER, Rl BT TR TR F R 8
[ FH8% Ave SR AR sTHHY FIRA AL PEEEERE)
[ 8T AVG Secure Search PENFINSFASFIRILER, TRRESZE
[ 8% AVG Secure Search PEN I ETTASGATR KT, TARRES(ZE

o AVG Secure Search -
Li nk Scanner Surf Shield AVG Secure Search
o AVG Security Tool bar - AVG

Security Tool bar




X% AVG 2013 EERF

AVG Internet Security

EREREE R

Hlemn i AT Iit}éw&!‘ﬂ?‘:zﬁﬂ#EEPTEﬂHf*Eo ] B MEEESIE ()
BMEEESEEE, B S B,

B ﬁxﬁ BRI HAR LI E S, R, i
&

AVG Internet Security 2013 !



+F Avc

3.8.
AVG Internet Security 2013

X% AVG 2013 EERF

AVG Internet Security

BRACRER.
HEIESS ave PRIt b 12 FHaET 2R E, LIS Ave [RiLFTE.

( AVG /

Internet
AVG AVG
(http://www.avg.com/) AVG




+F Avc

4.
4.1.
AVG Internet Security 2013 AVG (http://www.avg.com/)
AVG AVG
AVG Internet Security 2013
/ / AVG (http://www.avg.

com/)
4.2.
AVG

o AVG

o AVG

o / /AVG/AVG 2013
4.3.

AVG Internet Security 2013
13 ” PC
AVG
4.4. Eicar
AVG Internet Security 2013 EICAR
EICAR
“EICAR-AV-Test”
EICAR WWW.eicar.com EICAR
EICAR
eicar.com

AVG Internet Security 2013 AVG


http://www.eicar.com

AVG Internet Security

AVG EICAR

4.5. AVG

AVG Internet Security 2013
AVG
AVG
AVG /
AVG AVG




+F Avc

5. AVG
AVG Internet Security 2013

AVG [nternet Security

AVG NMobilation

RIPRAHEE RN
LREE B 2/,

>>

o AVG Internet Security 2013

AVG Internet Security 2013

AVG >

AVG Internet Security 2013

Security 2013 >>

AVG

>>

>>

>>

AVG Internet

. Windows AVG ( Windows Vista/7/8

AVG Internet Security 2013

>>



+F AvG

5.1.
5.1.1. AVG
AVG Facebook
Internet
5.1.2.

B% AVG. Internet Security

& ®BE

® AEEHEN
EFEHAT. ..

A ETEH
"

O HuAELE

E@E rre
FEFEES

5.1.3.

AVG

AVG

AVG Internet Security 2013

AVG
AVG Internet Security 2013

AVG Internet Security 2013


http://www.facebook.com/avgfree

AVG (http://www.avg.com/)

¥ AVG Internet Security

XHER

&R AVGEH X T8
S =

:
firs - ' B 4
% E i

o - AVG Internet Security 2013

¥ AVG Internet Security

== 0
I on

Febru

EEEMD T iR IN
Micr Outlock, i FHFFRER




5.1.4.

- AVG Technologies

¥ | AVG Internet Security

EEFH: FHFAEEEDR. FhRE—HixTHE#ER AVG TECHNOLOGIES E# MM« REREE
AVG TECHNOLOGIES WriEinfe MRS 4 ASHIEEMALER BE “BF "Rl aiBrsteS
(AT S “Heft” ) FIFeriE (REEECRERTMTENAT) BEFH 13 Palt, BBES
AWERIRRH TR (IR 4 DRAAERIIES) , HERIL AvG TECHNOLOGIES AILAMEE
EASEERTR RSB RE N\ SHES T o BREBULESETRL - T8 05
) P, EEFILER] <A FaRAE” .

EALTES R, (B REET SRR Rt S A e A R S AR

RETERET RS, BRE RS 3 “IE , NEA, TEMENIFTER, BEREIOT:

o IMNRIEMET THRE, BRI wow.avg.com/support-existing L ATRBARER ], FRtiRghiER. &
=1 (30) X, LMERHTEEEEAM, . ORI 7 A3, BPyRaHRy 30 X, &iE
SRTHARRBREI &R 30 K, LR HRMER SRR AR, .

o MRUHESAMT AN, MHEHESERATRTEE (TR » SEEERAJR
o, ERME—RRTENRES.

F: mHHORAS “BH" . AEMER (NTRXEX SRZNEHRFEEERET-

AVG Internet Security 2013

- AVG




+F Avc

o - AVG Internet Security 2013
L) -
Internet
Internet Internet
. - AVG
L) -
0 -
0 Resident Shield - Resident Shield
o ldentity Protection - Identity Protection
0 -
0 Online Shield - Online Shield
o} - AVG
Internet Security 2013
o Eirewall - Firewall
. “AVG " AVG Internet
Security 2013
e Firewall e - Firewall
. - AVG
o - AVG (http://www.avg.com/)
o AVG Web - AVG (http:/www.avg.com/)
L) -
. - AVG

AVG
AVG




+F Avc

o / - AVG (http://www.avg.com/)
AVG
AVG Internet Security 2013
AVG Internet
Security 2013

. AVG -

5.2.

AVG Internet Security 2013
AVG Internet Security 2013

. - AVG Internet Security 2013

- / AVG

Internet Security 2013

AVG Internet Security 2013

AVG Internet Security 2013 ).
PC

. - AVG Internet Security 2013
AVG Internet Security 2013
AVG

AVG Internet Security 2013

“ ” “ ”

AVG Internet Security 2013

AVG Internet Security 2013




5.3.

AVG Internet Security 2013

° - AntiVirus Shield

Anti-Rootkit Rootkit

>>
e Web - Internet Web

>>
e |dentity - Identity Shield Internet
>>
[ ] -
>>
e Firewall -
>>
[ ]
[ ]
5.4.

AVG

e LiveKive LiveKive




+F Avc

Family Safety

iPhone Android

AVG Family Safety

PC Tuneup

MulitMi
Internet MultiMi
LinkScanner

AVG Toolbar Internet Internet

AVG
5.5. /
AVG Internet Security 2013
L] -
/
AVG
. - AVG
AVG
5.6.
AVG Windows AVG Internet
Security 2013 AVG Internet Security 2013
THF a6 BPFRE
ERERA VG RiE
j=ti:) 3

Firewall »

BT Quick Tune
g
IrENERT
il




AVG

o ¥ AVG Internet Security 2013
. 5
o ¥ AVG
o iF AVG Internet Security 2013
AVG
AVG AVG Internet
Security 2013
Firewall
AVG
AVG AVG Internet Security 2013
AVG
o AVG - AVG Internet Security 2013
o AVG - AVG Internet Security 2013

AVG Internet Security 2013

AVG Internet Security 2013
Internet

“ LI T} ” “ ”




+F Avc

o PC Analyzer - PC Analyzer

U - MyAccount

L] -

L] -
5.7. AVG
AVG Windows Windows Windows Vista
Windows 7/8 AVG AVG Internet Security 2013

K. ave

@ esagrp

IR
ZAEH
fleEd

AVG

AVG

-

' yAVG

@ eseagp @ esagy
(p 2 g at o] (> ZiEat ]

2% 7%

o - AVG Internet Security 2013




e Twitter E - AVG Twitter

AVG AVG Twitter Internet
Twitter AVG
e Facebook n - Internet Facebook
AVG
o - Web

5.8. AVG Advisor

AVG Advisor
Internet
AVG Advisor
AVG Advisor PC
AVG Advisor
AVG Advisor
. Web Web
web
. P2P
Web
[ ]
Home
MyWifi)
AVG Advisor

AVG Advisor




+F Avc

AVG Advisor
AVG Advisor

Web

Web Internet Explorer Chrome Firefox Opera Safari

5.9. AVG Accelerator
AVG Accelerator




+F Avc

6. AVG
6.1.
e AntiVirus
AntiVirus

AntiVirus

e Anti-Rootkit

Rootkit

AVG Internet Security

AntiVirus

e EEBA

ArtiVirus BIFRLEWE

AntiVirus Anti-Rootkit:

" AntiVirus
AVG Internet Security 2013

DLL

Internet

Rootkit

Rootkit

Anti-Rootkit

Rootkit Anti-Rootkit Rootkit
Rootkit

AntiVirus Anti-Rootkit



+F Avc

(e / -
AntiVirus
AntiVirus Anti-Rootkit AVG
Internet Security 2013
[ﬂ - AVG (http://www.awg.
com/) AVG Internet Security 2013
:
Anti-Rootkit Rootkit
Rootkit Rootkit
6.2. Web
Web LinkScanner Surf-Shield Online Shield:
e LinkScanner Surf-Shield Web “ "
24 LinkScanner

LinkScanner Surf-Shield

® Online Shield
Web
Online Shield javascript

URL

Online Shield



AVG Internet Security

&) Web JIKRY

LinkScanner Surf-Shield Online Shield
e 258H e 258H
O &2 O u©s

Link Scanner Surf-Shield Online Shield

[@) / ;
LinkScanner Surf-Shield/
Online Shield
LinkScanner Surf-Shield Online Shield
AVG Internet Security 2013
[ﬂ - AVG (http://www.awg.
com/) AVG Internet Security 2013




+F Avc

6.3.

Identity protection

e |dentity Protection
Identity Protection
PC

Protection

AVG Internet Security

& Identity Protection

Identity P

EBH

Identity Prot

Identity Shield Internet

PC (

Identity Protection
Identity
Identity Protection
285
Identity Protection
Identity Protection
Identity Protection

Identity Protection



+F Avc

Identity Protection AVG Internet
Security 2013
:
AVG Internet Security 2013 Identity Alert
Identity Alert
AVG Premium Security Identity Alert

6.4. Email
Email Scanner  Anti-Spam:

e Email Scanner

Anti-Spam

Email Scanner

e Anti-Spam

. Anti-Spam

Anti-Spam
Anti-Spam
RBL “ ”



AVG Internet Security

Email Scanner Anti-Spam
(® 2EAE , (® 25H
O &=

e FHER

B e R ATkl

Email Scanner  Anti-Spam

Email Scanner
Email Scanner

Email Scanner Anti-Spam
AVG Internet Security 2013

[ﬂ - AVG (http://www.awg.
com/) AVG Internet Security 2013




+F AvG

<

6.5. Firewall
/
Firewall Internet
Firewall “ "
Firewall
/ Web
Microsoft Explorer Web
Firewall Internet
Firewall
AVG Internet Security 2013 Firewall
Firewall Internet/
PC
Firewall
Firewall Firewall

AVG Firewall

AVG Internet Security

&) Firewall
Firewall fis:
=k
M AMTE LS
EEEA:

Network T

O &= n E5
Firewall @idfELE

Firewall




+F Avc

Firewall
Firewall Firewall
o - Firewall
Firewall
Firewall
[ ] -
Firewall
o Internet - Internet Internet
o Firewall -
Firewall Identity Protection
Firewall
Firewall
e Firewall - Firewall
Eirewall
Firewall
[ ] -
Windows “ "
Wi-Fi
U - Window XP

Windows Vista

IEI - Firewall Firewall



+F Avc

6.6. Quick Tune
Quick Tune

AVG |nternet Security

Quick Tune

® Quick Tune

il i
P&

Windows

Firewall




AVG |nternet Security

&) Quick Tune £H
¥ Quick Tune 2

R

» wifdE G BEH 21 R
0 ey

. ( )-
. ( -
. - AVG




+F Avc

7. AVG Security Toolbar

AVG Security Toolbar LinkScanner Surf-Shield
Internet AVG Internet Security 2013
AVG Security Toolbar AVG
Security Toolbar Internet Internet
Internet Explorer(6.0 ! Mozilla Firefox 3.0
Internet Avant Browser
(€ Google - Windows Internet Explorer o= =
OO - | https/ Ao, gaogle cz/ - | ‘f| x | \ AVG Secure Search B -
Fave - | Qi | =2 @oonotak [l v | @ ES  (Acpedes | B (B &
W e IGoogIe [_] G - = @ = [ Page = { Tooks »

AVG Security Toolbar

. AVG

0 AVG Threat Labs - AVG Threat Lab (http://vww,
avgthreatlabs.com)

o Toolbar - AVG Security Toolbar
0 -

AVG Security Toolbar

o} AVG Security Toolbar -
AVG Security Toolbar

o} e - AVG Security
Toolbar

o - AVG Security Toolbar Internet

Search Enter

¥ ave
i
ZEEAE SRR -
EERERS-



http://www.avgthreatlabs.com
http://www.avgthreatlabs.com

+F Avc

e Do Not Track - DNT

>>
. L "
L) -
3-6
Weer a8
The Brno, Czech Republic O =r @ =c
Il Updated: 2/12/13 8:18 AM Local Time [ change location ]
Channel
CLETCE - o Sunrise: 07:08
Sunset: 05:09
S we Tuesday SN wge Wednesday Thursday
Sl ui: 0oc Al i 2oc Hi: 1°C
o ake Lo: -1°C ® g  Lo:-4°C Lo: -8°C
® Facebook - AVG Security Toolbar Facebook
® Speedtest -
Internet (ping)

. . Windows



http://www.facebook.com/

+F Avc

8. AVG Do Not Track

AVG Do Not Track AVG Do Not Track
AVG Security Toolbar

e AVG Do Not Track

AVG Do Not Track W3C DNT

AVG Do Not Track

o AVG Do Not Track
AVG Do Not Track

AVG Do Not Track

AVG Do Not Track Mozilla Firefox Chrome  Internet Explorer

8.1. AVG Do Not Track

AVG Do Not Track
AVG Security Toolbar AVG Do Not Track

A
Do Mot Track [
AErRRGES
1 &2 RE T

3 Web Analytics (0 2FR1E)

Comscore Beacon & ©
Farehook Connect ©
Google Analytics ® ©
1 Ad Networks (0 2BHIE)

Crowed Science & ©
2 Social Buttans (0 2RALE)

Google +1 ©
Twitter Button & ©

o

o BE |

"AVG. Do Not Track



http://www.w3.org/TR/2011/WD-tracking-dnt-20111114/
http://www.avg.com/ww-en/dnt-terms
http://www.avg.com/ww-en/faq.num-4902
http://www.avg.com/ww-en/do-not-track

+F Avc

e \Web Analytics

AVG Do Not Track

Google Analytics Omniture  Yahoo Analytics
web analytics

e Ad Networks Ad network s
Ad
Ad Ad networks
Ad networks
e Social Buttons Social
buttons
Social buttons Facebook Social Plugins Twitter Button
Google +1
AVG Do
Not Track
[ ] -
[ ] -
e Do Not Track -
AVG Do Not Track AVG Do Not

Track

8.2.



oF Avc

Do Not Track 8
EmERRES
BT

3 Web analytics (0 26A1E)

Comnscore Bearon & ©
| AR, x5

EEIN T Ty v
#EAT: x

G BB, x
|2t

1 AQ Metworks (U 2 BHIE ]

Crowd Science & ©

2 Social Buttans (0 28R

Soogle +1 @ ©

Twitter Button & ©

con: 3

B |

‘_AVG. Do Not Track

8.3.

Ad Networks/Social Buttons/Web Analytics

Ad Networks

Web Analytics

Internet



+F Avc

8.4. AVG Do Not Track
Do Not Track

Do Not Track a8

Do Not Track 3%Ia

Do Mot Track 2 28

Ad Networks

sccelerator Media #
sddtoary
Baynate Chserver &

Cormextra &

(€= % | ey C

EIHEERIET 2 ERR Rralis ( F DNT HTTR )

‘_AVG. Do Not Track

e Do Not Track - DNT “
. Ad Networks
Do Not Track Ad
Ad
. - /

Do Not Track



“ AVG " AVG Internet Security 2013

AVG Internet Security 2013

=1 81 prhotial #&an

AVG Internet Security 2013
AVG Internet Security
2013

o AVG Internet Security 2013




) | AVG. Internet Security

AVG Internet Security 2013

AVG Internet Security 2013

AVG
Internet Security 2013 /

=1 81 mzhaticl &dn

0 - AVG Internet
Security 2013




+F Avc

AVG Internet Security 2013

o Resident Shield -

Resident Shield

o Firewall - Firewall

Firewall

- - Firewall

Firewall

o Email Scanner -

0 AVG Accelerator -
AVG Accelerator AVG Accelerator

o AVG Advisor -
AVG Advisor

AVG AVG




9.2.
AVG Internet Security 2013

AVG Internet Security

*wav

9.3. AVG
“ AVG " AVG Internet Security 2013




AVG Internet Security 2013

Resident Shield

Resident Shield AVG Internet Security 2013
Internet
AVG
AVG
AVG AVG Internet Security 2013
10
AVG Firewall

AVG Firewall




) | AVG. Internet Security

D = /A AVG (R4

[ %8 Firewall {3ip

©)

9.4.

9.4.1. AntiVirus
AntiVirus Resident Shield

) | AVG. Internet Security

AntiViry

Resident Shield Resident Shield

(
Resident Shield




o ( - Resident Shield

AVG Internet Security 2013

. ( )- AVG

° ( - AVG
Startup

. P2P ( ) -
( AIM Yahoo! ICQ Skype MSN Messenger




+F AvG

Resident Shield

AVG Internet Security

Resident Shield




+F AvG

9.4.2. Anti-Rootkit

Anti-Rootkit Anti-Rootkit Rootkit
anti-rootkit

) | AVG |nternet Security

# Rootkit 348
otkit 3

anti-rootkit
Rootkit
. Rootkit -
c:\Windows)
. rootkit -
c:\Windows /CD



9.4.3.
AVG Internet Security 2013

) AVG Internet Security

tection

9.5. Email Scanner

Email Scanner Anti-Spam




oF AvG

9.5.1. Email Scanner
Email Scanner

AVG Internet Security

IR, Faf i )

Email
/
U ( - /
U ( - /
° ( -
***VIRUS***
° ( -




Email

. - ZIP RAR

MS Word

“something.txt.exe” “something.txt”

Email Scanner



Email




tection

. - * exe
o - *.doc *.docx *.xls *.xlIsx
[ ] -

Email Scanner

POP3

SMTP

IMAP




'{ AVG Internet Security

B - FHiES
THRFEHHHHESER

' AVG. Internet Security

Bifp
PEAR4R

il Scanner

TP
IMAP

e POP3 -
POP3 “POP3”




oF AvG

“AutoPOP3”

L] -

O -

0 -

pop.acme.com)
IP 123.45.67.89
pop.acme.com:8200 POP3 110

L[] -

0 -

POP3
0 - /SSL/SSL
SSL

e Email POP3 - / POP3

) | AVG. Internet Security

Fmail

sa

SMTP Email Scanner




* SMTP -
SMTP

e Email
SMTP

“AutoSMTP”

123.45.67.89

com:8200 SMTP

SSL

SMTP

“‘SMTP”

smtp.acme.com

25

SMTP

P

smtp.acme.

/SSL/SSL



'{ AVG Internet Security

B - FHiES
THRFEHHHHESER

' AVG. Internet Security

Bifp
PEAR4R

il Scanner

T
§ IMAP
fart o TMAP

e IMAP -
IMAP “IMAP”




+F AvG

“AutoIMAP”

123.45.67.89

com:8200 IMAP

SSL

e Email IMAP
IMAP

9.5.2. Anti-Spam

AVG Internet Security

Anti-Spam

smtp.acme.com P
imap.acme.
143
IMAP
/SSL/SSL

Anti-Spam



+F Avc

Anti-Spam
50-90
50 90
90
o 80 90 -
o 60 79 -
o 50 59 -
Anti-Spam
L]
L]
L]
L] -
AVG

AVG

Anti-Spam

Microsoft Outlook
MS Outlook



ection

TRiRE &

Anti-Spam 3|

Mailshell

5 Mailshell Spamlabs

Mai | shel |

Anti-Spam


http://www.mailshell.com
http://www.mailshell.com

AVG Internet Security

|
B Web
Ide:

avg.com
/ /




AVG Internet Security

|
B Web
Ide:

spammingcompany.com
/ /

Anti-Spam




+F AvG

Inc.)
Anti-Spam
o - / P
e RBL - RBL
® |nternet -
9.6. Web
LinkScanner /

q':AVE.HﬁernetSecurhy

. Surf-Shield - (
Web

LinkScanner "= (
Facebook/MySpace

HTTP

Spamcatcher (MailShell

LinkScanner



oF AvG

9.6.1. Online Shield
) | AVG. Internet Security

Online Shield
. Online Shield - / Online Shield
Online Shield Web
. AVG Accelerator - / AVG Accelerator

AVG Accelerator




“Web "
o Web - Online Shield WWW
/

0 - ( ) WWW
0 -
o} - ( )
o - ( )
o} ( -




+F AvG

Online Shield
Online Shield
Resident Shield

0] ner -

9.7. Identity Protection

Identity Protection

Identity Protection

Identity Protection

Online Shield
IP URL

/ Identity Protection

Identity Protection (

Identity Protection

° ( ) -

Identity Protection



9.8.

o - Windows Explorer

9.8.1.

) AVG Internet Security




+F Avc

. /
[ ]
[ ]
. Cookie(
HTTP Cookie
)
. (
ZIP RAR

. (
. (
. (
. rootkit(

rootkit

Rootkit

) - Anti-Rootkit

Rootkit



' AVG Internet Security




AVG / /

9.8.3.

Windows

Windows

) AVG Internet Security

AVG / /

AVG

AVG




O &R asdiEa
RAERE

AVG / /

9.9.
e Anti-Spam
9.9.1.




AN 12:00 FN =

[ TE U EAL BEhAT AT (R R
O et BT E

AVG




AVG (
AVG

) AVG |nternet Security

BHEMAS

/
. /
o ( )
. Cookie(

Cookie(HTTP Cookie

ZIP RAR




Rootkit
rootkit
Rootkit

Anti-Rootkit

Rootkit

PC



AVG Internet Security
E=E i1

O B&

RS

e &

O k&

Wt

@

AVG. Internet Security =4

M BHRAS

Desktop
Computer
Aoty
C:
2Dty
Network
FrFruE
FHFERIEENE
Program Files
SHERIIE T Tk
HETH
Windows 33
HE




9.9.2.

) AVG Internet Security

BHEMAS

v BEHmY =] 7:00 PM -

Internet Internet
Internet
AVG




9.9.3.

) AVG Internet Security

BHEMAS

Internet

Internet
AVG

Internet



oF AvG

9.9.4. Anti-Spam
Anti-Spam

BRKES

Anti-Spam
Anti-Spam (

Anti-Spam

Internet Internet Anti-




+F AvG

Spam Internet

AVG

“ " AVG

utlook) e

PC
PC




+F AvG

o DNS (
Security 2013 DNS

9.10.1.

AVG

AVG Internet

PC

Internet

Internet



Internet

Internet

Internet

3128



+F AvG

9.10.2. URL
URL Internet

. { AVG. Internet Security

o ' URL

o ' URL

o ' URL

o ' URL

o ' URL




9.10.3.

9.11.

AVG Internet Security 2013
AVG
AVG




AVG Internet Security

o - AVG
URL
URL AVG
Resident Shield ldentity Anti-Rootk it

AVG
URL




9.12.

) AVG Internet Security




+F AvG

9.13. AVG

) | AVG. Internet Security

AVG AVG Internet Security 2013

9.14.
AVG

AVG




AVG Internet Security

. AVG AVG
- AVG Internet Security 2013
AVG
o]
- Anti-
Spam
o]
0 -
[ ] -
. AVG AVG Personalization -

PC AVG




AVG

Internet

PUP

Cookie

Web

Internet

AVG Internet Security 2013



9.15.

. - AVG

e AVG “ "

9.16. Advisor -
AVG Advisor

Advisor

MAC

AVG Advisor

AVG Advisor



) AVG Internet Security

Mac it

AVG Advisor Windows XP 64




+F Avc

10. Firewall

Firewall
Firewall

Firewall

AVG Internet Security 2013

10.1.
Firewall Firewall

AVG Internet Security 2013




AVG Internet Security

==

Firewall
Firewall

[ ] -

Firewall
[ ] -

Firewall

° Internet
o Firewall

Irternet BiE

T HAL - TR R IE

Firewall

Firewall

- Internet

Firewall

Firewall

Internet

Identity Protection

Firewall



10.2.

AVG. Internet Security

T 1

E i

o 3.

. &

° ﬁj_

Firewall

WHEA EER A RS




[ ] -
[ ] -
10.3.
Windows “ "
Wi-Fi
Internet café) AVG Firewall
¥ AVG. Internet Security
Network 7
AlER Windo H=
Window XP Windows

Vista




/ Firewall
U Firewall / -
VMWare
. (VPN) - VPN
° / -

Firewall



IF #IHtH
TP itk
=i IP

TP it

a TP MIAE/TR #f




) | AVG. Internet Security

10.6.

. | AVG. Internet Security

RAERE
HATEN =
DinE

Windows



o &
o @

AVG. Internet Security

Firewall

Firewall

PID



¥ | AVG Internet Security

ST
EiFedE

AVG

AVG

'{ AVG. Internet Security

aJ
Efaia







+F AvG

11. AVG

AVG Internet Security 2013
AVG Internet Security 2013

AVG. Internet Security

() AEEHE
ETEHT. ..

Al ETEHA% L ETERATH. ..

ELT] H ram F

FHEAERS

on Fil... ‘mshwdeu, d11

AVG Internet Security

&) PR




11.1.
AVG Internet Security 2013

AVG Internet Security 2013

11.1.1.




¥ AVG Internet Secu rity

BATH. ..
mon Fil...® rdeu. d11

0

O HeREES O EEEMEERS




+F Avc

. Cookie - Cookie (HTTP
Cookie

Z2IP RAR

AVG. Internet Security




>
> -
> -
¢ -
* -

EEE i
o=
0=

O4E=
Oiks B
O#s B

®

i AVG /

11.1.2.

CD



AVG |nternet Security

&

AVG. Internet Security

B A

@& mra

EitH#EiRS




+F Avc

. Cookie Cookie (HTTP
Cookie

Z2IP RAR

AVG. Internet Security

HET

@




AVG nternet Security

MRIPEITEE

ORE RENT RS

®

11.2. Windows

Windows

AVG /

AVG Internet Security 2013



+F Avc

Adri E=H[ES|
1 ;uv| . » Program Files » - | "f| |Searfh
-,J File Edit ‘iew Tools Help
Co
Favorite Links MName Date modified Type Size
L Adobe 271072010 3:18 Ph File Falder
. E:| Documents o (el
) i Open ile Folder
<o B Pictures K bt File Folder
Net [ Music . pt . , BM  FileFolder
(% Recently Changed ) Ml it File Folder
IB searches v Share.. A0 File Folder
i |, Public b Restore previous versions k- File Folder
: UM R AV BT () A Al el
IE”t W B0 File Folder
¥
i b Same] To Y M File Folder
i cut I File Folder
! il File Folder
= . Co
c ? W Ry M File Falder
ont i Create Shortcut File Folder
,. Delete il File Folder
| i PRI o] File Folder
% N PR File Folder
R K Properties M File Folder
ecy]
. Moazilla Firefox 1/28/2013 2:41 PMA File Folder
. Mozilla Maintenance 5., 2/9/2013 2:44 AM File Folder
| Keilla Thimderkied 3 362002011 076 44 File Falder
o Windows
L]
o AVG AVG AVG Internet Security 2013

AVG Internet Security 2013

AVG
AVG AVG
e avgscanx 32
e avgscana 64
e avgscanx / avgscanx /comp
e avgscanx / /

U /scan




+F Avc

avgscanx /scan=C:\;D:\

/?  IHELP
avgscanx /? /SCAN

Enter Ctrl+C Ctrl+Pause

CMD

Windows

Windows

11.3.1. CMD

e /SCAN /SCAN= ; /ISCAN=C:\;D:\

e /COMP

e /HEUR

¢ /EXCLUDE

e /@ / /

e /[EXT / EXT=EXE,DLL/
e /NOEXT / NOEXT=JPG/
e /ARC

e /CLEAN

¢ /TRASH

* /QT

e /LOG

¢ /MACROW

e /PWDW




+F Avc

¢ /ARCBOMBSW
¢ /IGNLOCKED
¢ /REPORT

¢ /REPAPPEND
¢ /REPOK

¢ /NOBREAK

Ctrl-Break

e /BOOT MBR/BOOT

* /PROC

e /PUP

e /PUPEXT

¢ /REG

e /COO Cookie
° /?

e /HELP

¢ /PRIORITY

e /SHUTDOWN

¢ /FORCESHUTDOWN
e /ADS

e /HIDDEN

¢ /INFECTABLEONLY
¢ /THOROUGHSCAN
¢ /CLOUDCHECK

¢ /ARCBOMBSW

11.4.
AVG Internet Security 2013

NTFS




AVG. Internet Security

RIBEE




11.4.1.

) | AVG. Internet Security

@ HuInEH

i RIFHEE

b=t
OFm OH=A

L] -
L]
/
AVG
AVG
L) -

AN 12:00 PN |2

&8

AVG



11.4.2.

) | AVG. Internet Security

&) HRAEE R

O HeREES O EREMEERS

/
. /
[ ]
o ( )
. Cookie(
Cookie(HTTP Cookie
)
o (
ZIP RAR




+F Avc

. (

. (

o Rootkit Anti-Rootkit
rootkit
Rootkit

Rootkit

AVG. Internet Security

FETE]

@




AVG Internet Security

HERE
OliRs
W
O e
RS &

O @

PC



11.4.3.

AVG Internet Security

D tumaH

B & Desktop
= Computer
Azt
©r
&3] 2Dy
Network
B RS
F 58 R Eh=E
FProgram Files

SR TR

HEWH
Windows 3k
Hi

o C:\Program Files\

o] 64 C:\Program Files (x86)
. & "
o] Win XP C:\Documents and Settings\Default User\My Documents\
o} Windows Vista/7  : C:\Users\user\Documents\
o
o} Win XP C:\Documents and Settings\All Users\Documents\

0] Windows Vista/7 C:\Users\Public\Documents\




+F AvG

e Windows - C:\Windows\
L]
o] - C:
o] - C:\Windows\System32\
o] - C:\Documents and Settings\User\Local\ (Windows XP) C:

\Users\user\AppData\Local\Temp\ (Windows Vista/7)

o Internet - C:\Documents and Settings\User\Local Settings\Temporary

Internet Files\ (Windows XP) C:
\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files (Windows

Vista/7)

11.5.

¥ | AVG. Internet Security

[y

Q HHs

R

o
IT[




=
0o =l

o El
0B
o El
0B
. .
. .
. .
. .
. - /
o / |/ -
* Rootkit - Rootkit

11.6.

.CSV




Cookie

PUP




¥ AVG Internet Security BEXEE

REXEE Hie

AVG /
AVG

[ -

o - Identity AVG Internet Security 2013
(

[ -

o - AVG Internet Security 2013

[ -



http://www.avg.com/cz-en/about-viruses




+F AvG

13.
/
e Resident Shield
e Online Shield
e Firewall
13.1.

) | AVG. Internet Security

AVG Internet Security 2013




Rootkit -

Rootkit

AVG



+F Avc

13.2. Resident Shield
Resident Shield

AVG Internet Security

AVG

Resident Shield Resident Shield AVG
Internet Security 2013 / /Resident Shield
Resident Shield



http://www.avg.com/cz-en/virbase

(05 AN 3T

Online Shield

AVG



AVG Internet Security 2013

¥ AVG Internet Security

&) HETHEAHRT Bl

Emails

Email Scanner

. - AVG




+F AvG

13.4. Online Shield

Online Shield
Web

) | AVG. Internet Security

mload/eicar. com

[ ] -
° “ ” -
Online Shield AVG
Internet Security 2013 / /Online Shield

¥ AVG Internet Secu rity

&) Online Shield %



http://www.avg.com/cz-en/virbase

U - Online Shield

. - AVG

BFAEE BE
BFRHA%E 24

AVG Internet Security 2013 /
/ AVG Internet Security 2013
AVG

Resident Shield




. AVG

o - AVG Internet Security 2013

13.6. Firewall

Firewall

PID

' { AVG. Internet Security

EF
ARTENLEZ
=

mE RS

EiHAE +« GAERE




AVG

AVG Internet Security

AVG




+F Avc

14. AVG

Security 2013
AVG Internet Security 2013

AVG

14.1.

AVG Internet Security 2013
AVG
AVG

AVG
AVG Internet Security 2013
AVG

e Anti-Spam

14.2.
AVG Internet Security 2013

AVG Internet






+F AvG

15.
AVG Internet Security 2013

o AVG AVG
http://www.awy.com/ /
AVG
o AVG

AVG /

) AVG Internet Security

sy i G AVGHIX

25N

m3 Fes

AVG Internet Security 2013
F1

e AVG AVG (http://www.avg.com/)

o AVG (http://mww.avg.com/)
/

o AVG (http://www.avg.com/)
“ H/H ”




+F Avc

o AVG (http://forums.avg.com)



http://forums.avg.com

	简介
	AVG 安装要求
	支持的操作系统
	最低和推荐硬件要求

	AVG 安装过程
	欢迎使用：语言选择
	欢迎使用：许可协议
	激活您的许可证
	选择安装类型
	自定义选项
	安装 AVG Security Toolbar
	安装进度
	安装已成功

	安装后
	产品注册
	访问用户界面
	扫描整个计算机
	Eicar 测试
	AVG 默认配置

	AVG 用户界面
	上条导航
	喜欢 AVG
	报告
	支持
	选项

	安全状态信息
	组件概览
	我的应用程序
	扫描/更新快速链接
	系统托盘图标
	AVG 小工具
	AVG Advisor
	AVG Accelerator

	AVG 组件
	计算机
	Web 浏览
	身份
	Email
	Firewall
	Quick Tune

	AVG Security Toolbar
	AVG Do Not Track
	AVG Do Not Track 界面
	有关跟踪进程的信息
	阻止跟踪进程
	AVG Do Not Track 设置

	AVG 高级设置
	外观
	声音
	暂时禁用 AVG 保护
	计算机防护
	AntiVirus
	专家设置

	Anti-Rootkit
	缓存服务器

	Email Scanner
	Email Scanner
	验证
	邮件过滤
	服务器
	POP3
	SMTP
	IMAP


	Anti-Spam
	设置
	性能
	白名单
	黑名单
	专家设置


	Web 浏览保护
	Online Shield
	专家设置


	Identity Protection
	扫描
	扫描整个计算机
	扫描特定的文件或文件夹
	外壳扩展扫描
	可移动设备扫描

	计划
	计划的扫描
	计划
	设置
	地点

	指定更新计划
	程序更新计划
	Anti-Spam 更新计划

	更新
	代理
	URL
	管理

	特例
	病毒库
	AVG 自我防护
	隐私首选项
	忽略错误状态
	Advisor - 已知网络

	Firewall 设置
	常规
	应用程序
	文件和打印机共享
	高级设置
	预定义网络
	系统服务
	日志

	AVG 扫描
	预定义扫描
	扫描整个计算机
	扫描特定的文件或文件夹

	扫描 Windows 资源管理器
	命令行扫描
	CMD 扫描参数

	扫描计划
	计划
	设置
	地点

	扫描结果
	扫描结果详细信息

	病毒库
	历史记录
	扫描结果
	Resident Shield 检测
	电子邮件保护检测结果
	Online Shield 检测结果
	事件历史记录日志
	Firewall 日志

	AVG 更新
	更新启动
	更新级别

	常见问题解答和技术支持

