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1. Introduction

In case you have installed AVG on your computer, and you are running a firewall at
the same time, you might be experiencing problems while sending/receiving email
messages and/or downloading AVG updates.

This documentation refers to the firewall settings required for proper AVG
functionality and it covers the settings instructions and recommendations for the
following firewalls:

Windows XP built-in firewall (Security Center)
Kerio Personal Firewall

Zone Alarm Pro firewall

Microsoft ISA Server

Agnitum Outpost Firewall

Sygate Personal Firewall

Kerio Winroute Firewall
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2. Windows XP built-in firewall (Security Center)

Typically, the Windows XP built-in firewall default settings correspond very well
to AVG configuration. Most probably, no problems will occur at all. However, should
you run up against problems, please follow these steps:

° Windows XP Firewall Settings

Open the Windows Firewall settings dialog window: Start / Settings /

Control Panels /7 Windows Firewall.

On the General tab make sure the Do

not allow exceptions option is not selected.

General | Exceptions I Advanced I

<

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemet or a network:.

@ -

Windows Firewall is helping to protect your PC

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.

[~ Dont allow exceptions
Select this when you connect to public networks in less secure
locations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@(‘uj’(rnlmmﬂed]

Avoid using this setting. Tuming off Windows Firewall may make this
computer more vulnerable to viruses and intruders.

What else should | know about Windows Firewall?

X|

Cancel

o |

Define Exceptions

Switch to the Exceptions tab with the list of applications that are blocked to
access to the internet. You need to allow access to internet for all AVG
applications. To do so, mark each check box related to an AVG application in
the list of programs and services (see the following screenshot).

5.0, Bl rights
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% Windows Firewall

General Exceptions |Advar1ced|

Windows Firewall is blocking incoming network connections, except forthe
programs and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name )
VG Anti-Virus for Windows
AVG Control Center
avgemc.exe

avginet exe

[ File and Printer Sharing
Remote Assistance

[ Remote Desktop

O UPnP Framework

WNC Viewer for Win32

Add Program... Add Port... Edit... Delete

[V Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

oK I Cancel

The AVG applications to be selected from the list and marked as allowed are

as follows:

AVG for Windows
AVG Control Center

O O o O

avginet.exe

avgemc.exe (only when the AVG EMS application is installed)

If these applications are not listed in the list of exceptions, you need to add
them manually. This can be done using the Add Program button (see the

above screenshot).

Add a New Program

A new dialog window opens providing a list of programs that can be added to
the previously seen Windows Firewall list of exceptions. Select the AVG
applications from the list, and confirm adding them to the Windows Firewall
list of exceptions by pressing the OK button (see the following screenshot).
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Add a Program x|

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

‘ AVG Control Center
EEAVG Virus Vault
W FrecCal

;’ Hearts

(ﬁ Intemet Backgammon
élntemet Explorer

P Irtemet Hearts

@ Intemet Checkers

a Intemet Reversi

(’ Intemet Spades LI

Path: IF:\F‘mgmm Files \Grisoft '\ AVG Tavgw exe Browse.... |

Change scope... | QK I Cancel |

In case you are not able to see any AVG application in the program list, you
have to add them manually. Click the Browse button, and find the above
listed files (avgw.exe, avgcc.exe, avginet.exe and avgemc.exe) in the AVG7

program folder (by default C:\Program Files\Grisoft\AVG7):

Browse

Look in: [ 155 AVG7 = ormE

avgamsvr.exe
¥ avocc.exe

& avgemc.exe
: avginet.exe
avgscan.exe
avgupdin.exe
aVguUpsVC.exe

avgyv.exe
ol avgw.exe

My Documents ‘ setup.exe

™

-

File name: I v|

Files of type: |Applications (*exe;” com;"icd) j

Confirm adding the selected files by pressing the OK button in the Add a

Program dialog window.

AVG Remote Administration

In case the station you are working with is a part of the AVG Remote

Administration, and it is:

o] running as an AVG client connected to the AVG DataCenter;
o] running AVGADMIN and AVG TCP Server at the same time;

o] running AVGADMIN;

T gl'i, ; W1, 5o Al righls resery il
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it is necessary to specify ports to be opened through the Windows XP built-
in firewall. To specify the ports numbers use the Add a port dialog that can

be opened via the Add a port button in the Exceptions tab:

x

Use these settings to open a port through Windows Firewall. To find the port

number and protocol, consult the documentation for the program or service you
want to use.

Name: [AVG Pot |

Port number: I‘ﬂ 56

« TCP  UDP

What are the risks of opening a port?

Change scope... | QK I Cancel |

You need to add one by one the following ports:

4156
6051
6052
6053
6150

©O O O O O
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3. Kerio Personal Firewall

With the Kerio Personal Firewall you will probably need to configure the settings
to allow AVG (and its applications) to connect to the internet (send/receive data),
and to launch other applications (to update). To configure the Kerio Personal
Firewall settings, follow these steps:

3.1. Run Kerio Personal Firewall

You should see the Kerio Personal Firewall shield icon in your system tray —
double-click on it to open the Kerio Personal Firewall configuration window.

If you cannot see such an icon, you have to launch the Firewall Engine from the
All Programs / Kerio / Personal Firewall X folder of the Windows Start menu.
The X stands for the version of your product (for example 4). The Kerio Personal
Firewall icon in the system tray will be present then.

3.2. Network Security

In the Network Security item (left menu), Applications tab (top menu) you are
able to overview a list of programs with the information on whether these are
allowed to connect to the internet. In the list, verify that all AVG applications are
labeled as permit in all fields present (Trusted In/Out and internet In/Out).

Here is the list of all AVG applications that must always be allowed to connect to the

internet:
o] avginet.exe — application for performing AVG online updates (located in
the Program Files/Grisoft/Avg7 directory by default)
o] avgemc.exe — AVG E-mail Scanner for anti-virus scanning of e-mail

(located in the Program Files/Grisoft/Avg7 directory by default)

Following two applications must be allowed to access the network when the
workstation is a part of AVG Remote Administration:

o] avgmsvr.exe — AVG Alert Manager component (located in the
Program Files/Grisoft/Avg7 directory by default)

o] avgcc.exe — AVG Control Center (located in the Program
Files/Grisoft/Avg7 directory by default)

And finally, when there are installed the control components of AVG Remote
Administration on the workstation, the following applications must be also allowed
to communicate over the network:

o] avgadmin.exe — the main control application of AVG Remote
Administration, AVGADMIN (if the product is installed on your
computer, it is located in the Program Files/Grisoft/AvgAdmin7 by
default)

o] avgtcpsv.exe — AVG TCP Server application for AVG Remote
Administration (if the product is installed on your computer, it is
located in the Program Files/Grisoft/AVG TCP Server by default)

o] avginetl.exe — AVG InetLite application (if installed, it is located in the
Program Files/Grisoft/Avg TCP Server by default)
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If any AVG application you need to be allowed to access the network is not
permitted, you have to change its status. To do so, right click on every item and
select the Permit option from the context menu:

& Kerio Personal Firewall 100 x|
Applications Predefined
¥ Enable Network secuity module
. Trusted | Internet | | ‘
% Metwark Security Drescription in | out | in | Ot | Log Alert
] | [T LSA Shell [Export Version] 7 ask «f permit % ask %7 ask
_ﬂj ‘windows NT Logan App... % ask «f permit 7 ask 7 ask
] Userinit Logon Application %7 ask & permit % ask 7 ask
[ Generic Host Process for... 7 ask «f permit 7 ask «# permit
. AWG E-Mail Scanner +# permit +# permit ' permit +# permit
] G Update downloader permit 2 ask ? ik
@ Microsoft File and Printer...  «# permit ¥ permit w Ermit
o A4G Control Center 7 ask & pemit 7 = bk
[ %G alert Manager Y ask ' permit Y aw —tk
i Any other application 7 ask 7 ask 7 ask 7 ask
Dutgoing: 0.00 KBis
Inzoming: 0.29 KBis
Stop all raffic
Remave Packet filter... Refresh

Press the Apply button in the Kerio Personal Firewall / Network Security
window after finishing the network security configuration to confirm the changes
performed (you will be asked for it otherwise).

If some application is missing on the list, it will be added when you attempt to
launch it and/or when the application will try to connect to the network. Kerio
Personal Firewall warning related to the particular AVG application will be

displayed then:

I, 5.0, Al rights reserved
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KerioPersonal®=irx&wall

An application iz trying bo communicate with a remote computer. Pleasze decide if pou
want bo permit such communication or desy it.

Outgoing Connection Alert (Internet)

o AVG Update downloader

Femaote point: 21267 .88.66, port hitp [80]

[™ Create a e for this communication and don't ask me again.

Detailz

[2.2.2005 12:07:53] -

<¢ Details

Direction: outgoing

Local Point: 0.0.0.0, port 1638

Adapter: Intel(R] PRO/00WE Network Connection - Packet S cheduler Minip
Femate Point: 212 67.88.66. port http [20]

Pratocal: TCP

=
4| | B

7 Create an advanced filter nile |

Press the Permit button there and refresh the list in the Kerio Personal Firewall
/ Network Security configuration window then (by pressing the Refresh button
in the right-down corner). After doing this, you can label the application as
permitted in all fields present as described in the beginning of this section.

3.3. System Security

In the System Security item (left menu), Applications tab (top menu) you are
able to overview a list of programs with the information on whether these are
allowed to launch other application. Again, you need to make sure all AVG
applications listed are labeled as permit to launch other applications (e.g. updates).

If not, you need to change the AVG applications’ status. To do so, right click on
every field present (Starting, Modifying and Launching others) and select the
Permit option from the context menu.
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% Kerio Personal Firewall

Applications | gl Settings

=10l x|

¥ Enable System security module

Application | Starting | Modifying | Launching ot.. | Log | Alert
[ Services and Cortroller app - «#  permit 7 aszk w# permit
_ﬂj ‘Windows NT Logon Applic...  «# permit 0 ask # permit
1 windaws Lagon UI + permit 9 ask " permit
[ Cliertt Server Runtime Proc...  «# permit 2 ask " pemit
] windows MT Session Man...  «# permit 7 aszk + permit
[ Userinit Logon Application + permit 7 aszk + permit
EJ Priizkumnik Windaws +F  permit ) ask  permit
[l Generic Host Process for ... +# permit 2 ask + permit
1 Net Command ' permit 9 ask P ask
[ Met Command W permit % ask 7 ask
=t Logon Screen Saver ' permit 7 aszk 7 ask
. AYG Control Center wF  permit %) aszk w# permit
B AYGADMIN Application permit ?  ask ? -
3 A6 Update downloader " permit 9 ask 2 e
Dutgoing: 0.00 KBfs ol AVGTD ' pemit 7 ask 2 ?:ETY
Incoming: 0.7 KBis o AYG Basic Interface W permit 7 aszk Pz =
FEE— o AVG Advanced Interface ' permit 7 aszk 7 ask
ol AVG TCP Server Monitor +# permit ) ask 7 ask
o AVG TCP Server + permit 2 ask Y ask
Remove

Refizsh

Press the Apply button in the Kerio Personal Firewall / System Security
window after finishing the network security configuration to confirm the changes

performed (you will be asked for it otherwise).

If some application is missing on the list, it will be added for example when it
attempts to launch another application. Kerio Personal Firewall warning related
to the particular AVG application will be displayed then:

KerioPersonal=ira&wall

A5G Control Center' iz tiying to execute '8YG Update downloader'. Permit the
event if it iz expected and intended. Deny thiz event if it iz undesirable [can be
caused by a virug, trojan horse or an application breaching this computer's
zecurity].

Application is launching other application

2 AVG Update downloader
Launched by AVG Control Center

[ Create a rule for this evert and don't ask me again.

Application path: c:WProgram FileshGrizoftubh'G 7havginet, exe -
Deszcription: A5G Update downloader

File wersion: 70,0304

Product narme: AVG Antivinus system

Product werzion: 7.0.0.304

Created: 2005/21, 12:52.07

Modified; 2005/21, 12.52.07

Accessed 2008/2/2, 09:46:25 hd
K| 2|

Details

[, 500, Bl rights res

www.grisoft.com




Press the Permit button there and refresh the list in the Kerio Personal Firewall
/ System Security configuration window then (by pressing the Refresh button
in the right-down corner). Then you can label the application as permitted in all
fields present as described in the beginning of this section.
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4. Zone Alarm Pro

With the Zone Alarm Pro you will probably need to configure the settings so that it
is allowed for the AVG (and its applications) to connect to the internet
(send/receive data), and to launch other applications (to update). To configure the
Zone Alarm Pro settings, follow these steps:

Run Zone Alarm Pro

You should see the ZoneAlarm Pro icon in your system tray — double-click on
it to open the ZoneAlarm Pro configuration window.

If you cannot see such an icon, you have to launch the Zone Labs Security
application from the All Programs / Zone Labs folder of the Windows Start
menu. The ZoneAlarm Pro icon in the system tray will be present then.

Program Control

In the Program Control section (left menu), Programs tab (top menu) you
are able to overview a list of programs with the information on whether these
are allowed to connect to the internet. In the list, verify that all AVG
applications are labeled as allowed (green confirmation mark).

mloneAlarm Pro =101
@ M n All Systems Active
@ Help
Program Control Main Programs Components
) These are programs that - Access Server Send o
OUEIVIEW | 1o tried to access the (00| R A Trusted Intermet Trusted Intermet  Mail
Internet or local network. ¥ 2 E-Mail Scarner J J J J J
Firewall .
Access and Server off AVG Update downloader J J J J J
Program  columns show the ® | T Generic Host Process farw..| o J J J ?
Control  Permissions the program
o has for each Zone @ Internet Explorer J J ? ? ?
M“"g’_“' ® | LA Shell (Export Version) J ? 2?2 2?2
ONOMNG | Change = program's ﬁ'—] Outlook Express J J ? ? ?
E-mail PErmissions by = =
Protection '=ft-clicking the icons in 1 siooler SubSystem &pp J ? ? ? ?
thT Access or Server 7 whic server forwinaz J J J J ?
i column.
(AT ﬂ Windowes MT Logon Applica ? ? ? ? ?
10 Lock Ha zone Labs Clent ? ? ? ? ?
Alerts & Logs
Entry Detail .
Prociuct name ANG Anti-virus System
File name F:"\Program Files\Grizoffl VWG Freelavaeme.exe
Palicy Marnualy configured
Last policy update Mot applicable Options
Wersion 70,0268
Crestad date 2.8 9004 T-58:00 LI

If not, you have to change the AVG applications’ status. To do so, right click
on every item and select the confirmation mark from the context menu.

Here is the list of all AVG applications that must always be allowed to connect
to the internet:

o] avginet.exe — application for performing AVG online updates (located in
the Program Files/Grisoft/Avg7 directory by default)

o] avgemc.exe — AVG E-mail Scanner for anti-virus scanning of e-mail
(located in the Program Files/Grisoft/Avg7 directory by default)

www.grisoft.com
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Following two applications must be allowed to access the network when the
workstation is a part of AVG Remote Administration:

o] avgmsvr.exe — AVG Alert Manager component (located in the
Program Files/Grisoft/Avg7 directory by default)

o] avgcc.exe — AVG Control Center (located in the Program
Files/Grisoft/Avg7 directory by default)

And finally, when there are installed the control components of AVG Remote
Administration on the workstation, the following applications must be also allowed
to communicate over the network:

o] avgadmin.exe — the main control application of AVG Remote
Administration, AVGADMIN (if the product is installed on your
computer, it is located in the Program Files/Grisoft/AvgAdmin7 by
default)

o] avgtcpsv.exe — AVG TCP Server application for AVG Remote
Administration (if the product is installed on your computer, it is
located in the Program Files/Grisoft/Avg TCP Server by default)

o] avginetl.exe — AVG InetLite application (if installed, it is located in the
Program Files/Grisoft/Avg TCP Server by default)

° Add a Program

If any of the needed applications described in the list above is missing in the
Programs tab of the ZoneAlarm Pro / Program Control window, you have
to add it manually. Press the Add button in the right-down corner of the
window:

m ZoneAlarm Pro

M n All Systems Active

@ Help
Program Control Main Programs Components
) These are programs that - Access Server Send o
OUEIVIEW | 1o tried to access the (00| R A Trusted Intermet Trusted Intermet  Mail
Internet or local network. ¥ 2 E-Mail Scarner J J J J J
Firewall .
Access and Server off AVG Update downloader J J J J J
Program  columns show the ® | T Generic Host Process farw..| o J J J ?
Control  Permissions the program
-~ has for each Zone @ Internet Explorer J J ? ? ?
M“"g’_“' ® | LA Shell (Export Version) J ? 2?2 2?2
onitoring gy =
Change a program's E’—J Outlook Express J J ? ? ?
E-mail PErmissions by
Protection '=ft-clicking the icons in 1 spooler SukSystem App J ? ? ? ?
thT Access of Server T wie server for wing2 J J J J ?
i column.
(AT ﬂ Windowes MT Logon Applica ? ? ? ? ?
1D Lock Ha zone Labs Cliert ? ? ? ? ?
Alerts & Logs
Entry Detail .
Prociuct name ANG Anti-virus System
File name F:"\Program Files\Grizoffl VWG Freelavaeme.exe
Palicy Marnualy configured
Last policy update Mot applicable Options
Wersion 70,0268
Crestad date 2.8 9004 T-58:00 LI
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Choose the desired application in the following dialog:

tdy Camputer

Iy

-

x|

EfG T

aviamsyr
o avoce

o avgeme
‘ avginet
avigscan
avgupdin
avgUPSYC

File: narne:

Filez of bype:

IAppIications [* exe;" com;"icd]

ﬂ Open I
ﬂ Cancel |

A

By default, the files are located in the Grisoft program folder (Program
Files/Grisoft/AVG7, Program Files/Grisoft/AvgAdmin7 or Program
Files/Grisoft/Avg TCP Server), as described in the list in previous section.

E-mail Protection

In the E-mail Protection item (left menu), Main tab (top menu) you need to
disable the built-in inbound/outbound email protection provided by the Zone
Alarm Pro. By switching the Zone Alarm Pro implemented email verification
off you will enable the more comprehensive AVG email control.

m ZoneAlarm Pro

=101 x|

m All Systems Active

Overview

Firewall

Program
Control

Antivirus
Monitoring

E-mail
Protection

Privacy

ID Lock

Alerts & Logs

A Hide Text
—d

E-mail Protection

MailSafe = an important
supplement to antivirus
software because it
pratects you fram knowwn
az well as unknown
viruzes deliversd via
e-mail.

MailSafe protects your
computers from incoming
e-mail attachments that
may cortsin malcious
codg of viruses. MaiSafe
guarantines these
sttachmerts, preverting
them fram running
weithout your permission

Cuthound MailSafe
Protection hats outgoing
e-mail for virus-like
activity betfare it can do
damage

© Help

Main Attachments

Ink | MailSafe Protection
T

© 0on off

& oif File attachment pratection is disabled
|
Outt 1 fe Protection
¢

© 0On Off

& 0 Outbound e-mail protection is disabled
|
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5. Microsoft ISA Server

Any network traffic is blocked by default after installation of 1SA Server. If you
want to allow AVG applications to connect to the network, you must create at least
one rule in the ISA Server environment.

To create a rule, follow the steps below:

° Open the Microsoft ISA Server Main Configuration Window
° Launch the New Access Rule Wizard

Choose the Microsoft Internet Security and Acceleration Server 2004
item in the main navigation tree located in the left side of the window. The
name of your computer should be displayed here. Unpack it (for example by
double-clicking on the computer’s icon in the navigation tree) and choose the
Firewall Policy item:

e
File Action View Help
co B@mRE(FDO S
|5 Microsoft Internet Security and Acceler Microsoft E
5. [3g Pc20-2003-EN mmrm Firewall Policy
Standard Edition
;i Virtual Pr\vfabe MNetworks (VPN) Firewall Policy Toobox Yy Tasks \{ e
S Confia rafion Qs | MName | Action I Protocols | From  Listener |To I Condition
Li)iastDefaitrie  (9Deny LilAITrafic < AlNebworks... < Al Network... %% Al Users Erewall Bolsty Faks
=1 Create New Access Ruls
=) Publish a web Server
5] Publish a Secure Web Server
=) Publish a Mail Server
5] Create Mew Server Publishing
Rule
#f Edit Selected Rule
n System Policy Tasks
Pl % Edit System Policy
- a&: Show System Policy Rules
(&) Export System Paiicy
@ Import System Policy
Related Tasks
% Define IP Preferences
@ Extport Firewall Folicy
@ Import Firewall Policy
4 | | | | 2]

|Done |

Go to the Tasks tab in the right side of the window then and choose the
Create New Access Rule action. The wizard’s window displays then.

° Proceed with the New Access Rule Wizard

Fill in the name of the new rule (e. g. AVG):
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MNew Access Rule Wizard

Welcome to the New Access Rule

Microsoft i
I '|1:m o Wizard
Acceleration Server oo

This wizard helps you create a new access nile. Access
rules define the action that is taken, and the protocols that
may be used, when specified clients from one netwark
attempt to access specific destinations or content on
another netwark .

Access ule name:

|AVG

To continue, click Next.

¢ Back Mext = Cancel

Choose the Allow option in the next window (the rule’s purpose is to allow the

AVG applications to communicate over the network):

Mew Access Rule Wizard

x|

Rule Action
Select how client requests for content from the specified destination are dealt with
if the condtions specified in the rule are met.

Action to take when rule conditions are met:

< Back MNext = Cancel

In the following Protocols window choose the Selected protocols option in

the This rule applies to field:
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Mew Access Rule Wizard x|

Protocols
Select the protocols this rule applies to.

This nule applies to:

Selected protocols ;I

Protocaols:

< Back Net> | Cancel |

Use the Add button to open the tree menu with protocols available to add:

dd Protocols S

Frotocols;

Mew - Edit... Delete

= [£& Comman Protocols -
L pms
Ll prre
0]
L8 HTTPS Server
L 1MaPS Server
ﬂ;':ﬂ M5M Messenger
ﬂ;'ﬁ Ping
[} pop3
L pop3 server
1 POP3S Server -
L smre
Lif sMTP server
u-_'ﬁ SMTPS Server
ﬂ;':ﬂ Telnet
u;'f; Telnet Server
A Infrastructure ~|

add Close |

Choose the HTTP and HTTPS protocols in the Add Protocols window using
the Add button.

www.grisoft.com
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When the station is a part of AVG Remote Administration, or when there
are the AVGADMIN and/or the AVG TCP Server applications running on the
station, you have to add also the TCP protocol as well.

However, any station may be in need of use of the TCP protocol under some
circumstances (for example when performing an update from a local web
server), so it is always recommended to add the TCP protocol connection!

The protocol is not in the list, so you must create a new protocol connection
using the New button in the upper area of the Add Protocols window.

A New Protocol Definition Wizard launches then. Choose a name for the

new protocol connection (e.g. AVGADMIN). Press the New button then. A
New/Edit Protocol Connection window appears:

New/Edit Protocol Connection el

Protocol type: TP = Protocal Number: | 5
Direction: |Ouﬂ:u:uun-:| - I

—Port Range

Erom: |4156 To |4155|

— ICMP Properties

ICMP Code: I ICMP Type: I
Ok I Cancel |

Choose the following values for the fields present:

o] TCP Protocol type

o] Outbound Direction

o] Port Range from 4156 to 4156

Press the OK button to confirm the changes.

Do the same procedure of creating a new protocol connection once more then.

All values remain the same except for the Port Range, which will be from
6051 to 6053 now.

The New Protocol Definition Wizard window with the protocol listing will
now look like this:
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Hew Protocol Definition Wizard

Primary Connection Information

Which port number, protocol, and direction are used for the primary connection?

= For protocals used in access rules, protocol direction should be outbound.

Port Range | Protocol Type | Direction |
4156 TCP Cutbound
6051-6053 TEP Outbound

1 For server publishing rules, protocol direction must be inbound.

Help about creating new protocols

« Back

Neat =

Cancel

Press the Next button to continue.

In the next window with secondary connections prompt choose No and

continue pressing the Next button. Complete the New Protocol Definition
Wizard by clicking on the Finish button.

Now you can add the newly created protocol connection in the Add Protocols

window:
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ndd rotocots

Protocols:

Mew - Edit... Delete

= [& Common Protocols -
L ous
L Hrre
L
E-_'J; HTTPS Server
L} mmaPs server
E;',ﬂ MSM Messenger
ﬂ-j Ping
L por3
nf,'!,ﬁ_ POP3 Serwver
L} pop3s server -
L smre
LiE smTP server
Il-_':i SMTPS Server
E-;'!E Telnet
u;'f; Telnet Server
3 Infrastructure |

fdd Close |

Your protocol is in the User-Defined folder of the tree menu here. Use the
Add button to add it.

The Protocols window of the New Access Rule Wizard should look like this
now:

New Access Rule Wizard x|

Protocols
Select the protocols this rule applies to.

This rule applies to:

I Selected protocols ;I
Protocals:
L.} Admin
L HrTR
LfHTTPRS

<Back Net> | Cancel |
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Press the Next button to continue.

Choose the sources and destinations of data on selected ports in the next two
windows. Use the Add button and select the External, Localhost and
Internal (in case your ISA Server acts as gate for internet connection of
other computers in your network) in the tree menu again.

Both of the sources and destinations windows should look like this then:

New Access Rule Wizard ) x|

Access Rule Destinations

This rule will apphy to traffic sent from the nule sources to the destinations specified
in this page.

This rule applies to traffic sent to these destinations:

‘ Bdemal
== Intemnal

= | ocal Host Ll

« Back Neat = Cancel

Press the Next button to continue and complete the wizard by clicking on the
Finish button.

Save the changes in the Firewall policy by clicking on the Apply button that
is located above the rule list.

Microsoft ISA Server should be configured properly in order to allow all AVG
applications to communicate over the network now.
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6. Agnitum Outpost Firewall

You may be asked to allow network connection for some applications during their
start up after installation of the product. This is related to AVG products as well.

You can set up the firewall so that it will permanently allow network communication
for all AVG applications. Doing this you will definitely not decrease the level of
protection of your system. On the contrary, AVG will be enabled to fully employ all
of its functions then, bringing the reliability of your anti-virus protection to
maximum.

6.1. Allowing Activities for an Application

The firewall will react whenever an unknown application is trying to make a network
connection. This holds even for AVG applications before setting them up manually.
The following window is displayed (for AVG Control Center in this example):

Create rule for A¥YGCC.EXE )

’ AYG Control Center
Application iz requesting an outbound connection

Femate Service: TCF:4156
Remote Address: 192168.104. 237

Dutpost Firewall Pro should:

&+ Allow all activities for this applicatioré

" Stop all activities for thiz application

" Create nles using preset | Cusztom... j

Allow Dnce Block Once |

Choose the Allow all activities for this application option and press the OK
button. Perform the same action whenever a similar AVG related window appears.

6.2. Configuring the Firewall at Once

However, you should allow the AVG applications to access the network even before
they try to open a connection. If you want to allow the network communication for
AVG applications (recommended!) at once, open the Agnitum Outpost Firewall
main window:
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| Dutpost Firewall Pro [Service Mode] - configurationl cfg

File ¥iew Toolz Options Help
@& -|# |30 v v

. Plugdns

=] My Internet
Metwork Activity (1]
Open Ports [10]
' METBIDS_SESSION:TC
. BOS1:TCP
' METBIOS_NS:UDP
' NETBIOS_DGM:UDP
J 1023UDP
. 1030:UDP
J 1031:UDP
1 1032UDP
' 10E%:UDP
J 1070:UDP
- & Allowed
sg Blocked

g+
Active Content

- [ Ads

v Attack Detection

@ Attachment Quarantine
i Content

[ DNS Cache

1 |

=

» Active Content
Provides for web pages interactive elements [Active, soripts, applets,
ete.] behavior management
* Ads
Blocks graphics banners and other advertisemerts to speed up web pages
browwzing
* Attachment Quarantine
Scans, reports and handles files attached ta e-mail messages. preventing
malicious files frorm damaging vour system
» Attack Detection
Detects, reparts and averts Denial of Service attacks against your spstem
* Content
Filkers out web sites and pages that contain unwanted or abusive content

* DN5 Cache
Caches the most frequently used DNS addiesses to speed up web sites
ACCESE

@ Outpost Firewall Pro Plug-Ins

PLUG-INS

* Add plug-in
* Plug-ins settings
* Plug-ins homepage

C

{n

Fieady

@ Rules Wwizard

Add the allowed applications by right-clicking on the Plugins item in the main
navigation tree. Choose the Options menu item then. A new window will open then.
Go to the Applications tab in the window:

General  Application | S_l,lsteml Policy I F'Iug-lnsl

Settings:

2l

Sl MSIMN.EXE
OUTLOOK, EXE
Pl DUTPOST ExE
=7 REGWIZ.EXE
B RUNDLL3Z.EXE
57 SWCHOST EXE
B SvSTEM

] TELMET EXE
W] #INW/ORD EXE
& WUALCLT EXE

o AVGADMIN.EXE
=9 AVGAMSYR.EXE
o AVGCCEXE

o AVGEMCEXE
o AVGINET EXE
o AVGTCPSY EXE

Trusted applications (]

Bemove

[
_ Edv |

Edit.. =

Hidden Froc..

I

= Compaonents. .

0k | Cancel | Apply |

Add all AVG applications currently installed on your computer using the Add button.

Here is the list of all AVG applications that must always be allowed to connect to the

internet:
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o] avginet.exe — application for performing AVG online updates (located in
the Program Files/Grisoft/Avg7 directory by default)

o] avgemc.exe — E-mail Scanner for anti-virus scanning of e-mail
(located in the Program Files/Grisoft/Avg7 directory by default)

Following two applications must be allowed to access the network when the
workstation is a part of AVG Remote Administration:

o] avgmsvr.exe — AVG Alert Manager component (located in the
Program Files/Grisoft/Avg7 directory by default)

o] avgcc.exe — AVG Control Center (located in the Program
Files/Grisoft/Avg7 directory by default)

And finally, when there are installed the control components of AVG Remote
Administration on the workstation, the following applications must be also allowed
to communicate over the network:

o] avgadmin.exe — the main control application of AVG Remote
Administration, AVGADMIN (if the product is installed on your
computer, it is located in the Program Files/Grisoft/AvgAdmin7 by
default)

o] avgtcpsv.exe — AVG TCP Server application for AVG Remote
Administration (if the product is installed on your computer, it is
located in the Program Files/Grisoft/Avg TCP Server by default)

o] avginetl.exe — AVG InetLite application (if installed, it is located in the
Program Files/Grisoft/Avg TCP Server by default)

Commit your selection by pressing the OK button. All AVG applications requiring
the network communication should be fully operational then.
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7. Sygate Personal Firewall

You may be asked to allow network connection for some applications during their
start up also after installation of the Sygate Personal Firewall product. This is
related to AVG products as well.

You can set up the firewall so that it will permanently allow network communication
for all AVG applications. Doing this you will definitely not decrease the level of
protection of your system. On the contrary, AVG will be enabled to fully employ all
of its functions then.

7.1. Allowing Activities for an Application

The firewall will react whenever an unknown application is trying to make a network
connection. This holds even for AVG applications. The following window is displayed
(for AVG Control Center in this example):

Sygate Personal Firewall 02/02,/2005 10:27:49 El

&G Control Center [avgoc.exe] iz tving to connect to [192.168.104. 237] using remote port 4156,
Cio you want ko allow this program to access the network

W Bemember my anzwer, and do not ask me

again for thiz application. Hao Detail »»

Check the Remember my answer... field and press the Yes button. Repeat the
action for any AVG application that tries to connect the network.

7.2. Configuring the Firewall at Once

If you want to allow the network communication for AVG applications at once
(recommended!), open the Sygate Personal Firewall main window:
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{# Sygate Perzonal Firewall Pro
File  Secuwity  Toolz:  Wiew Help

&

Block Al Applications Logs

. =B @

Security Test Help

|

]

Qutgoing Traffic History

Attack History Graph

Running &pplications ;

[] Hide Windows Services Hide Broadcast Traffic

Zakladni zoucast jadia Wind2 ﬂ AYGE Control Center
f&]AVG Alert M anager

f&]'W'INSE Metwork Interface Service Process

Show Meszage Conzole

Security Status: [Marmal

Select the Advanced Rules menu item in the Tools folder of the main application

menu. A new window will open then:

## Advanced Rules =l
Dezcriphion Huozt Puartz and Protocols

AVG Internet Traffic A... Al hosts

1 |

Bemove | Edit Remaove Al | T | ‘ |

All portz and protocols

|

Ok | LCancel

You can create a new rule for the AVG applications using the Add button in the
Advanced Rules Settings window. Go to the Applications tab first:
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§# Advanced Rule Settings | %]

General I Hosts I Ports and F'mtocolsl Scheduling  Applications |

Applications ; [ ] Display selected applications anlhé
File Marme | Welsioh | Fath

DE Distributed COM Sere. 4712500 o hwindoveshaystempoes. exe
DEW’IN32 Mebwork, Inter... | 4.10.1538 chwindowshsystemnmprase, exe

O E Spooler Sub Systemn ... 4101553 s hwindoveshaystemiepool 32, exe

[A ™ 4G TCP Server 7.1.0295 C:\Program Files\Grizoft\AWG TCP Server
E.&VG Update downloa...| 7.0.0.298 chProgram Files\G ngoft G Pavginet. e
[ 4G Alett Manager 7.0.0297 c:\Pragram FileshG isoft WG 7 avgamsyr.
E.&VG Control Center 7.0.0.238 chProgram Files\G ngoft G P avgoo ene
M [ v GADMIN Application 7.1.0.295 chProgram Files\G izaftdsgAdminavaa

1] | [

Select all LClear &l | Browse... |

Rule Summany: ;I
Thiz rule will allow both incoming and outgoing traffic fromdto all hozsts on all ports and
protocols. This rule will be applied to all network interface cards.  This traffic will be
recorded in the 'Packet Log'. The following applications will be affected in this rule: a4G
TCP Server8YG Update downloader AVG Alert Manager 4G Contral

Center AW GEADMIMN Application. j

QK. I Starno |

Add all AVG applications currently installed on your system using the Browse
button.

Here is the list of all AVG applications that must always be allowed to connect to
the internet:

o] avginet.exe — application for performing AVG online updates (located in
the Program Files/Grisoft/Avg7 directory by default)

o] avgemc.exe — AVG E-mail Scanner for anti-virus scanning of e-mail
(located in the Program Files/Grisoft/Avg7 directory by default)

Following two applications must be allowed to access the network when the
workstation is a part of AVG Remote Administration:

o] avgmsvr.exe — AVG Alert Manager component (located in the
Program Files/Grisoft/Avg7 directory by default)

o] avgcc.exe — AVG Control Center (located in the Program
Files/Grisoft/Avg7 directory by default)

And finally, when there are installed the control components of AVG Remote
Administration on the workstation, the following applications must be also allowed
to communicate over the network:

o] avgadmin.exe — the main control application of AVG Remote
Administration, AVGADMIN (if the product is installed on your
computer, it is located in the Program Files/Grisoft/AvgAdmin7 by
default)
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o] avgtcpsv.exe — AVG TCP Server application for AVG Remote
Administration (if the product is installed on your computer, it is
located in the Program Files/Grisoft/Avg TCP Server by default)

o] avginetl.exe — AVG InetLite application (if installed, it is located in the
Program Files/Grisoft/Avg TCP Server by default)

Go to the General tab then:

#* Advanced Rule Settings

General |Hosts I Ports and F'mtocnlsl Schedulingl .-’-‘n.pplicationsl

— Bule Description :

WG Internet Traffi

—&chion ;
€ Black this traffic & Allow this traffic
—Advanced Seftings
Apply Bule to Mebwork, Interface
All network, interface cards j
Apply thiz rule during Screenzaver Mode Bath an and aff j

¥ Fecord this raffic in "Packet Log"

Rule Surmmary:

Thiz rule will allove bath incoming and outgoing traffic fromo all hozts onall portz and
protocals. This rule will be applied ta all netwark interlface cards. This braffic will be
recaorded in the 'Packet Log'. The following applications will be affected i this rule; &G
TCP ServerA¥G Update downloader WG Alert Manager, &G Contral
Center AW EADMIN Application,

[ |

ok I Stomo |

You have to allow any network communication for the selected AVG applications by

selecting the Allow this traffic option.

Commit the rule creation by pressing the OK button. All AVG applications requiring
the network communication should be fully operational then.

I, 5.0, Al rights reserved
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8. Kerio Winroute Firewall

AVG update downloading and email scanning is working properly with the default
settings of Kerio Winroute Firewall.

However, if the station is incorporated into AVG Remote Administration or if
AVGADMIN with AVG TCP Server are running on the computer, it is necessary to
create a new rule of traffic policy then:

#: localhost - Administration Console for Kerio WinRoute Firewall

Fil= Help
@; Kerio WinRoute Firewall — ; A
- 3 Configuration {U Traffic POIICY
R Interfaces
3 Traffic: Policy . . -
OO 5 Mame Sounce [Drestination Service Action |4
Erver
;‘ DNS Forwarder M 2vG dmin & by & Ay . TCP4156 |3
%= TCPEOS1
(%) Content Filkering - S ——
= (W D efimitions == TCF 6053
(4 Address Groups
£ Time R anges B 1CHP tratfic 0| €3 Firewall & Ay 24, Ping 4
(<% Services M 155 Orangeweb Fiter (€5 Firewall &ty iy HTTPS v
&7 Dial On Demand ‘== TCP G000 -
L+ Routing Table M Firewall Traffic = @ Firewall E!,' Local Area Connectior 4 DNS =
A Logs & Alerts & FTP
.«f" Advanced Options A HTTP
ﬂ Uszers and Groups '“-:59 HTTPS
(1 Status T IMAP
CoLogs %, POP3 3
& SMTP
4y Telnet
M1 ident | B | sl Area Connectind €7 Firewal A Ident b
4 >
B ]| e
[ Apply ] [ Feset ]
o Kerio WinRoute Firewall | Configuration [ Traffic Policy ™) localhost:44333 2 admin E&j Ready

For full functionality of AVG Remote Administration you have to allow any source
and destination for the following ports: 4156, 6051, 6052, 6053.
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9. Technical Support

Should you have any further problems with your AVG product, please refer to the
FAQ section of the Grisoft website at http://www.grisoft.com.

If you do not succeed in finding help this way, contact the technical support
department at technicalsupport@grisoft.com. Be sure to include your AVG license
number in the body of the e-mail.
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